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(*'NITRD Template for Preparing
(\\/ NITRD Workshop Reports

About This Report

e Executive Summary
— Includes summary of hard problems and research roadmap

e PART 1. Background, Scope, and Framework

e PART II: Technical Perspectives and Analyses
— For each technical topic:

Nature of the problem

What can we do well?

What can’t we do well?

Why can’t we declare victory?

R&D challenges and hard problems

Research strategies and roadmap

e PART Ill: Conclusion

e PART IV: Appendices and Acknowledgements




(*'NITRD Recommended Contents
(\\/ and Features of R&D Roadmap

Milestones

Assessment Metrics

Identification of Interdependencies
Timeline

Strategy for Deploying R&D Results
Complete, with Minimal Overlap




(*ermD Roadmaps Are Being Developed for
(\\/ Other NITRD Areas

e Cyber Security and Information Assurance

e High Confidence Software and Systems
— Medical devices
— Aviation safety
— Assured Real-Time Operating Systems
e High End Computing
e Human-Computer Interaction and Information Management
— Information Integration R&D

e Large Scale Networking




(*'NITRD Roadmap Examples
S~

e Computational Science: Ensuring America’s
Competitiveness

— 2005 report of the President’s Information Technology Advisory
Committee

— http://www.nitrd.gov/pitac/reports/20050609 computational/computa
tional.pdf

e ASCI Technology Prospectus: Simulation and
Computational Science

— 2001 publication of the ASCI Program, National Nuclear Security
Administration, Department of Energy, Defense Programs

—  http://www.sandia.gov/NNSA/ASC/pdfs/prospectus.pdf

e ASCI = Accelerated Strategic Computing Initiative (now the
Advanced Simulation & Computing [ASC] Program)
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Computational Science Roadmap:
A Schematlc View

£

Issues to be addressed
by the roadmapping
inifiative;

Metrics
Milestones
Technical Challenges
Strategic Planning
Coordination
Interdependencies
Trends
Gops
Risk Assessment
Technologies
Modeling and Simulation
Applications’ Requirements
And More

Systems
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Data Analysis, Management
and Visualization
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| Access

Systems architecture

Systern modeling and performance
analysis

Programming models

Reliability, availability, and ssr\ﬂceabﬂlnr
Security

Testbeds

Benchmarking

Evaluation

Procurements

"

Adaplive, dynamic, smart networking
Measurement, simulation, modeling,
scalability

Middleware and QoS

Distributed computing and collaboration
environments

Metworking fundamentals
(protocols, services, elc.)

Optical netwarking technologies
Optical networking testbeds

Heterogeneous networking
{optical, |P, wireless)

Security
Standards

Data models and formats
Collection and creation

Metadata

Storaga and preservation
Interoperability

Privacy and security

Analysis and discovery

Vis software, tocls, envircnments
Scientific visualization

Data and information visualization |
Scalable, disiributed, grid-based vis |

Biological sciences and medicine
Engineering and manufacturing
Geology and geosciences
National security

Physical sciences
Social sclences

T

. The roadmup process shouH involve

- academic and industry leaders and

senior Federal officials.

| Government participation should be drawn
| from groups that include Federal R&D

| agencies, national and homeland security

| groups, defense organizations, and OMB.

As its fundamental aims, the
roadmap should:

~ » Specify ways to re-invigorate the
~ computational science community

throughout the Nation

. Coordinate computational science
- activities across government, academia,

~ and industry

~ * Be created and maintained via an open

process that involves broad input from
government, academia, and industry

* Identify quantitative and measurable

_ milestones and timelines

- » Be evaluated and revised as needed at
prescribed intervals
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Hard Problem Example (1):

(*NITRD 2005 Infosec Research Council (IRC)
QU

Hard Problem List Topics

SIFSERIICE

RC?

GLOBAL-SCALE IDENTITY MANAGEMENT
INSIDER THREAT

. AVAILABILITY OF TIME-CRITICAL SYSTEMS

BUILDING SCALABLE SECURE SYSTEMS

.ATTACK ATTRIBUTION AND SITUATIONAL

UNDERSTANDING
INFORMATION PROVENANCE

. SECURITY WITH PRIVACY
. ENTERPRISE-LEVEL SECURITY METRICS

This material was presented by Doug Maughan, DHS, at 1/26/06 meeting of the NITRD
Program’s Cyber Security and Information Assurance Interagency Working Group
http://www.infosec-research.org/documents.html



(*'NITRD IRC Hard Problem Example:
(\\_/ 3. Availability of Time-Critical Systems

e Motivation: SCADA, military, homeland security first
responders often

— Value availability over secrecy

— Work in lossy, ad hoc wireless environments
e Challenges: limited resources

— Computational processing power

— Service quality guarantees given dynamics

— Distributed systems compound problem

e Metric: Range of circumstances over which results can be
guaranteed




(*'NITRD IRC Hard Problem List Summary
S~

e “Stakein the ground” from the front line

e Topics selected because of their importance to Government
missions and the lack of solutions

e Not the only challenges in the IT security space
e Information security is not only about technology
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(*'NITRD Hard Problem Example (2):
(\\/ NITRD Program Hard Problem Areas

e |THP Areas are broad categories of topics of interest to the
IT R&D community and reflect the breadth of the NITRD
Program

e Advances in the ITHP Areas must be achieved in order to
solve Grand Challenges (GC)
— NITRD GC is defined as a long-term science, engineering, or
societal advance, whose realization requires innovative
breakthroughs in Information Technology Research and

Development (IT R&D), and which will help address our country’s
national priorities (NPs)

e 14 ITHP Areas were identified

e These ITHP Areas spanned the NITRD Program’s current
Investments at the time of publication (2004)

e http://www.nitrd.gov/pubs/200311 _grand_ challenges.pdf
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Relationships Between the
lllustrative GCs and the NPs

ILLUSTRATIVE GRAND CHALLENGES

NATIONAL PRIORITIES

Enowledge Environments for Science and Engineering

Clean Energy Production Through Improved Combustion

High Confidence Infrastructure Control Systems

Improved Patient Safety and Health Quality

Informed Strategic Planning for Long-ITerm
Regional Climate Change

Nanoscale Science and Technology: Explore and Exploit
the Behavior of Ensembles of Atoms and Molecules

Predicting Pathways and Health Effects of Pollutants

Real-Time Detection, Assessment, and Response to
Natural or Man-Made Threats

Safer, More Secure, More Efficient, Higher-Capacity
Multi-Modal Transportation System

Anticipate Consequences of Universal Participation in
a Digital Society

Collaborative Intelligence: Integrating Humans with
Intelligent Technologies

Generating Insights From Information at Your Fingertips

Managing Knowledge-Intensive Organizations in
Dynamic Environments

Rapidly Acquiring Proficiency in Natural Languages

SimUniverse: Learning by Exploring

Virtual Lifetime Tutor for All

L2



NITRD
AN

Relationships Between the lllustrative

GCs and the ITHP Areas

ILLUSTRATIVE GRAND CHALLENGES

IT HARD PROELEM AREAS
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Knowledge Environments for Science
and Engineering

Clean Energy Production Through
Improved Combustion

High Confidence Infrastructure
Control Systems

Improved Patient Safety and Health Quality

Informed Strategic Planning for Long-Term
Regional Climate Change

Nanoscale Science and Technology: Explore
and Exploit the Behavior of Ensembles of
Atoms and Molecules

Predicting Pathways and Health Effects
of Pollutants

Real-Time Detection, Assessment, and
Respense to Natural or Man-Made Threats

Safer, More Secure, More Efficient,
Higher-Capacity Multi-Modal
‘Iransportation System

Anticipate Consequences of Universal
Participation in a Digital Society

Collaborative Intelligence: Intergrating
Humans with Intelligent Technologies

Generating Insights From Information
at Your Fingertips

Managing Knowledge-Intensive
Organizations in Dynamic Environments

Rapidly Acquiring Proficiency in
Natural Languages

SimUniverse: Learning by Exploring

Virtual Lifetime Tutor for All
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Example NITRD Grand Challenge:

(*' NITRD High Confidence Infrastructure
S~

Control Systems

e Description of the Multi-Decade Grand Challenge

— Ensure the continuous, safe operation of the Nation’s infrastructure systems
(e.g., power grid, water supply, transportation system), and protect against
malicious attacks and physical and complex cascading failures

e Focus for the Next Ten Years

— Supervisory Control and Data Acquisition (SCADA) systems, transformation
from legacy systems to IT-enabled infrastructures, and coordinated
decentralized control of new forms of distributed infrastructure (e.g., air traffic
control, transportation scheduling)

e Benefits

— Robust, survivable, attack and failure proof infrastructures, higher capacity
systems, and the reduction of failures

e Relationship to National Priorities

— National Security, Homeland Security, Economic Prosperity, and a Vibrant
Civil Society

IT Hard Problem Areas (see next slide)

e Indications of Progress

— Reduction in mean time to recovery (MTTR), and fewer and smaller scale
failures
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IT Hard Problem Areas for

(*' NITRD High Confidence Infrastructure
SO

' Control Systems

e Complex Heterogeneous Systems

— Understand, control, and successfully react to simultaneous
conflicting interactions (e.g., fault tolerance, time-sensitive recovery,
maintenance of security while recovering), and to emerging, hard-to-
predict behavior in SCADA systems

e High Confidence IT

— Integrate security (e.g., authentication, access control, intrusion
detection) into networked embedded systems, and continue
operating through attacks without shutting down

e Networks
— Secure and survivable networks
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