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One Man’s Vision

A number of signifi cant international changes and variables took 

place between the capitalistic and socialistic blocs were the high-

lights and pinnacle events during the nineties of the last century. By the 

end of the Cold War between the two blocs, which started by the end 

of World War II in April 1945, and the establishment of the United Na-

tions in October the same year, the result of these developments was the 

collapse of the Soviet Union and the dissolution of the Socialist system 

entirely, whereby, it was transformed from the exhaustive Communistic 

to the Capitalistic Democratic and liberal system. It is arguably that 

such tremendous changes and variables that took place are not any less 

important from the events and outcomes of World War II.

However, in spite of the developments taking place at the end of the 

20th century and the turn of the 21st century, the United States has re-

mained in the lead although it has undergone a great economical loss 
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as a result of the global fi nancial recession and other crisis and catastrophes including the informational shock initiated 

by Wikileaks, which revealed more than 250,000 top secret documents in November 2010. The US has   also received a 

painful blow when a tiny desert country like Qatar beat it and succeeded to host the FIFA World Cup in 2022. Undoubt-

edly, Qatar’s achievement is a gain for all Arabs and it is a precursor of the recession of the absolute dominance of the 

super powers. As the success of the state of Qatar was extraordinary, At the same time it happened that the Gulf Cup 20th, 

hosted by Yemen, was successful and for the good results, number of Gulf investors indicated their willingness to engage 

in investment projects in different fi elds, particularly in tourism and industries at Aden province. At this stage the Republic of 

Yemen is proud that it has achieved political victories and proved the success of the Gulf Cup 20th, the Gulf media expressed their 

views that Gulf Cup 20th in Yemen was the most successful session of the GCC in the history of Gulf sports.
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In spite of all these obstacles, the USA overwhelmingly dom-

inates the place of pride and it may continue to dominate the 

scene for the coming three or four decades. However, Ameri-

ca will not be alone as is the case today. It will rather bear the 

consequences of its oppression policy. Unfortunately, USA 

due its policies has been exposed to terrorism act which been 

denounced by different countries of the world, on its home-

land on 11th September 2001, when massive terrorist acts hit 

New York and Washington D.C.

Without any calculation to the results and outcomes, the 

United States went to invade Afghanistan in hope of pursu-

ing and chasing after the Taliban government and in an at-

tempt to evict them from the Capital, Kabul and push them 

out towards the Tora Bora Mountains. Not only Bush the son 

barbaric policy came to a gruelling end with his defeat in 

Afghanistan, he still went ahead and gambled by occupying 

Iraq, claiming their possession of weapons of mass destruc-

tion.

This, however, was denied by both his military and political 

commanders and yet they were the ones that embroiled him 

in occupying Iraq in 2003. They were also the ones who mas-

terminded, planned and followed up with him in his march-

ing battles of occupation which lapsed for over seven years. 

Finally, Obama’s administration has declared the partial 

withdrawal of the troops by the beginning of 2010 and pass-

ing over the security responsibility to the Iraqi troops. Inci-

dentally, this is similar to what has happened in Afghanistan, 

whereby, the NATO leaders after their losses and defeats 

have similarly adopted, in their summit that was held be-

tween 19/20 November 2010 in Lisbon, the allies’ strategy of 

withdrawal of troops from Afghanistan and the actual with-

drawal that will commence in 2011.

The Republic of Yemen is an integral part of the world and it 

controls a mouth-watering strategic position. Yemen controls 

the Gulf of Aden through which all the oil coming from the 

Gulf States passes. 

Yemen does also control Bab Al-Mandab and Myoon Island 

on the Red Sea. Yemen has been exposed to a series of civil 

wars such as the war with the Houthis in the North.  It has 

also been exposed to a number of terrorist attacks by Al-Qa-

dah members led by Osama Bin Laden. In fact, Yemen is not 

the only country that suffers from terrorism but it was af-

fected even more due to its strategic position. Unfortunately, 

the bombed parcels incident by the end of October, 2010 trig-

gered unfair response globally and disgraced the reputation 

of Yemen. Such incident might have pleased some countries 

that do not like Yemen to step out of the vicious circle it lives. 

This sad event has incited some countries to boycott the Ye-

meni offi cial airliner for about 3 weeks after the incident. 

Yemen has learnt a valuable lesson from this incident, how-

ever, Yemen is still the only trapped victim of those aiming 

to defame its reputation in order to remain captive of a num-

ber of challenges and dilemmas, primarily, poverty which 

leads to unemployment and an increase in the population and 

a reduction in the Gross Domestic Product and shortage in 

the national food security. For example, the international re-

search centers have indicated in their forecasts, a shortage in 

drinking water in Capital Sana’a by the year 2050 and maybe 

earlier, this could also be contribution to the cultivation of 

the Qat plant that dominates the agricultural sector for the 

Yemeni farmers and requires an extensive amount of water.

In addition, the corruption in government institutions, the 

absence of the principle of reward and punishment and the 

absence of the justice that is required in its various forms in 

the Civil society organizations and entities, are all signifi cant 

challenges that should be eliminated from our society as they 

contradicts the principles and objectives of our revolution 

and united democracy. Taking into account that Yemen is an 

active partner in combating terrorism, the Yemeni govern-

ment is committed to fi ghting Al-Qaeda, as they are aim to 

use Yemen as a centre for their terrorism activities and to 

spread out their activities along the Arabian island. 

On the contrary to supporting such activities, Yemen is in 

great need for development and various infrastructure uplift-

ing projects, and therefore, the terrorism that has spread and 

expanded in multiple countries and regions of the world re-

quires uniting the efforts of all nations to eradicate terrorism 

from its grassroots and origin. 

Yemen, as an active partner in war against terrorism, is com-

mitted to confront Al-Qaidah organization which wants to 

take Yemen as its central regional center in the Arabian Peni-

nusula. Besides, Yemen is not in need for such an organiza-

tion which never complies with the peaceful Islamic princi-

ples; Yemen urgently needs development and infrastructure. 

Therefore, terrorism that outbreaks in a number of countries 

require all countries to join hands and uproot it, Yemeni peo-

ple alone is able to encounter Al-Qadah organization and all 

what Yemen needs is the training and logistic cooperation of 

the international community as stated by the Minister of For-

eign Affairs on  8 / 11 / 2010.

Today, the study centers are an important tool in serving the 

states and institutions that it serves and belongs to. They are 

constantly working on supplying the political leaders, gov-

ernment administrations, and decision makers with reports 

and suitable studies required in serving the society and its 

civilized educational (political, economic, etc) institutions.
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God Willing, and through the efforts of the leaders of this 

centre, the  Yemeni Centre for Diplomatic Studies & Inter-

national Relations aims to create an ideology that is based 

on understanding the history of each event, comparing, ana-

lyzing, crystallizing and forecasting events before occurring. 

This will be done in while into account the following two 

dimensions; proposing and presenting the tactical and stra-

tegic alternatives that serves the nation while adhering to the 

Yemeni political direction; Conforming with the latest diplo-

matic requirements and applying the principles of common 

mutual benefi ts between nations that are constantly evolving 

in a world of international changes.

The President / Founder of Yemeni Centre for Diplomatic 

Studies & International Relations spent most of his working 

years in the Ministry of Foreign Affairs. However, the time 

came for him to retire from the offi cial scene and follow his 

deep aspirations and ambition, which were clearly evident in 

his academic research, lectures, and publication. His many 

years of experience in an honest, truthful, impartial and pro-

fessional manner, as well as, the ambitions and aspirations 

that are based on principles, theorems that were laid out in 

his professional career, have all paved the road and encour-

aged him to pursue a career, in his personal private capacity 

at the Yemeni Centre for Diplomatic Studies & International 

Relations.

Since the Center goal inauguration idea was on the National 

Day of Yemen on 22 May 2011 at the 21st anniversary of Ye-

meni Unity, although the Center received the offi cial license 

from the authorities, the Center already started exercising its 

mission from the beginning of this Year 2011. For all of that, 

the Center herby invites the leaders of Arabic and Yemeni 

diplomatic and political thought, university professors, po-

litical parties to participate in the establishment of the Center 

that aims to serving the local and national issues. This can 

be achieved through the presentation of papers and lectures 

that are in harmony with the policy of the Center. On top 

of those issues are the central and the long-awaited issue of 

Arab unity. It is hoped that such free Arab ideas will create a 

new phase with an aim to librating the Arab citizens from the 

Ocean to the Gulf. 
 

In our opinion, the Arab leaders must work on fulfi lling the 

demands of the Arab congregations in urging the Arab re-

search institutions and those responsible for the Arab culture 

and ideologies in drafting the proposal for a united Arab na-

tion. In this context, the Centre urges all government insti-

tutions that are affi liated with the regional and international 

Centres to participate and share their opinions, through an 

exchange of knowledge, as well as, scientifi c and cultural in-

formation. In this regard, the Yemeni Republic has preceded 

many other nations in submitting a proposal for establishing 

a United Arab nation, which was discussed in Sert Summit 

in October 2010. Previously, the president of the Centre for 

Diplomatic Studies & International Relations has published 

the Yemeni proposal in his book;” Snapshots on the Yemeni 

unity across history”, which was published in 2004, and the 

Centre is determined on presenting studies that are related to 

economic and political coalitions on all local, regional and 

international fronts and in different fi elds that serves the Arab 

and Islamic states.

In addition, the centre aims to strengthen its cooperation with 

the national local administration, as well as, other Arab re-

search Centers in matters of interests covered in the Arab, 

Islamic, Asian, African and International front. 

The centre will also present studies on the United Nations 

and its various regional organizations, the Arab League, as 

well as, the noble objective of utilizing the Arab league as 

the central driving force between the Arab leaders, the Euro-

pean Union, the regional Arab councils, and the civil society 

organization. The civil society play a pivotal role in assisting 

and stimulating progress in all facets of activities and actions 

with government, while adhering to the existing laws, con-

stitutions and practices according to each and every nation 

in the world.

The general preferred strategic option for group leaders, local 

leading strategists , as well as, thought leaders  is always the 

one based on international relations that is founded on mu-

tual benefi ts that serves the interests of all parties concerned. 

Therefore, in order for this and other centers to shed light on 

issues of national and regional importance that impacts our 

Arab unity, they will have to offer information and inputs 

for decision makers that are normally otherwise not avail-

able, especially, during war times, crisis and disaster times. 

For example; information on the following should be sup-

plied; Those responsible for climate change; those who are 

in possession of nuclear weapons; the principles of freedom; 

principles of free and fair elections and voting procedures 

and its correlation to a healthy democratic environment; and 

fi nally, how the democratic climate becomes the mechanism 

for resolving confl icts and disputes between political and rul-

ing parties.

For the above reasons the idea of establishing the 

Yemeni Centre for Diplomatic Studies & International 

Relations was conceived!
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 Establishment

 The Mission of the Centre

YCDSIR was founded in December 2010 pursuant to the approval of H. E. the Minister of Foreign Affairs, Note No. 1 / 1 

/ 130 / 1700, on 11 / 12 / 2010. There upon, Ministry of Social Affairs & Labor through the Social Development Sector 

at the General Department of Associations & Unions, issued the License No. ( 458 ) on 21 / 12 / 2010, for the establish-

ment and practicing activities.

YCDSIR is a scientifi c, cultural, social and advisory center, within the civil society organizations. Thus, it is a national 

non-governmental entity of autonomous fi nancial liability under the control of its president. It was established in ac-

cordance with provisions of the National Associations & Institutions Law No. (1) of 2001 and its Executive Regulations 

issued by the Prime Minister’s Decree No. ( 129 ) of 2004.

The Yemeni Centre for Diplomatic Studies & International Relations aims to defi ne the depth of the Yemeni role that has 

been historically instrumental on both the national, Islamic and humanitarian level. In addition, the centre aims to revive 

the Arab and Islamic unity concepts and also defi ne the capabilities of the Arab and Islamic nation in spite of, the various 

challenges they face due to their unique geographic positioning, as well as, their rich wealth of resources. The centre will 

also focus on the unique importance of the Holy Islamic sites in Jerusalem, Mekkah and El Medina.

The centre aims to become the pillar for information prosperity and offering such information to decision makers. How-

ever, the centre will not be able to meet its obligations and achieve its mission without the ongoing cooperation, fi nancial 

and moral support of all concerned parties; the government sector; and the private corporation. The centre aims to per-

form the following:
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- Analyze, crystallize, evaluate, source information that impacts Internal and foreign polices of Yemen and the Arab 

world, as well as, to depict the different scenarios to be implemented according to the local, regional and international 

variables.

- Commit in cooperating with the offi cial entities, such as; the Yemeni Ministry of Foreign affairs; the diplomatic institu-

tion affi liated with of the Ministry of Foreign Affairs; the Yemeni Universities; the regional Arab Diplomatic institutions 

and civil society organizations; the Yemeni and Arab Centre of studies that is affi liated with the activities of the Centre; 

and fi nally, the regional and international organizations that have similar objections and missions.

- Assist in strengthening the future vision and holistic view when it comes to local, regional and international obstacles, 

dilemmas and situations, as well as, defending issues of national, Islamic and humanitarian importance.

- Offer studies on the following; the future of the peace process in the middle East through direct and indirect negotiations 

with the Israeli government; the Arab peace initiative; the United Nations resolutions on the Israeli and Arab struggle 

since the founding of Israel in May 1948; and fi nally the Security Council resolutions on the withdrawal of Israel from 

all Arab occupied territories in 1967.

- Crystallize the culture of dialogue, negotiation, and peace settlement for all disputes in light of the group of international 

crisis and according to the International laws.

- Emphasize the importance of the Arab Social and economic sustainable development that aims to establish a social 

welfare for all Arab citizens in an environment that is peaceful and stable

- Emphasize the role of political organizations and parties in strengthening peace and stability.

- Acknowledge the importance of respecting human rights and the supremacy of law when it comes to maintaining peace 

and stability.

- Spread the concept of gender equality and enable women to become an effective participant in serving society.

- Offer political consultations and recommendations on the Arab-Arab relations; the Arab solidarity that is stipulated in 

the Arab league Charter; the common defense strategy; and fi nally, the bilateral agreements between Arab states.
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- Organize hosting discussion group meetings; seminars; workshops; and study groups to improve the knowledge aware-

ness about strategic and diplomatic facets

- Organize study group and focused lectures on the Yemeni role in spreading Islam; the importance of preserving the 

Yemeni unity; and its achievements in order to achieve the aspired Arab unity through the cooperation with similar Arab 

and Yemeni Institutions.

- Present studies on diplomatic skills development; the art of protocol and etiquette; preparing regular publications on the 

above issues; and also translating publications of such issues from other languages to Arabic.

- Present independent studies on development phenomena in each and every Arab nation.

- Present studies and lectures on the relationship between Yemen and the rest of the world, especially with the states of the 

Cooperation Council for the Arab states of the Gulf; the Sana’a Cooperation grouping; and fi nally, the rest of the African 

horn states.

- Welcome the participation of Arab ambassadors and foreigners living in our country in order to facilitate the exchange 

of thoughts and ideas on the local and Arab issues on multiple levels.

- Invite their Excellencies, the Arab and foreign ambassadors in our country as honorary guests, and preset to them spe-

cifi c lectures.

- Organizing an annual conference that refl ects the latest developments and achievements of the Centre that took place 

during the year. This will be achieved via hosting a number of lectures; seminars; and discussing the publications that 

were published.
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 Importance of the Centre

The importance of the Yemeni Centre for Diplomatic studies & International Relations stems from the following the ac-

celerated pace of development that is imposed by globalization policy in all aspects of life. The tangible changes in the 

political, economic, security, cultural and humanitarian facets of life in the Arab region, and the world generally, as well 

 General Policy

The Centre aims to fulfi ll its obligations according to its aspiration whereby, together with other research Centers; it aims 

to clarify the objectives and political, social and cultural dimension in the Yemeni society. This will be achieved through, 

offering related studies and researches concerning basic human rights which are listed and specifi ed in the Islamic re-

ligion; the International declaration for human rights; the Yemeni constitution. Thus, the centre aims to stimulate the 

spreading of culture of political and diplomatic skills between individuals and groups with all effi ciency and effectiveness 

and according to the latest diplomatic requirements. This will include personal relationships between leaders and offi cials 

which has a pivotal impact on the advancement of relations between nations.

Therefore, it is clear that when such humble objectives are met and where peace prevails between members in society and 

between leaders, politicians and university professors, the Centre will be able to analyze; crystallize; source information 

about issues of importance for decision makers and foreign policies; and fi nally, propose and evaluate strategic alterna-

tives that serves the interests of the both the Arab and Islamic states while adhering to the interests of the state.

as, the specifi c transformation that took place by the end of the Cold War and the possibility of its re-emergence again, 

have all imposed more pressure on governments and national institutions, including the political, economic and military 

coalitions to focus and pay attention to the research Centers, especially, those centers that focus on research forecasting, 

information authenticity. 

We have diligently worked on establishing this Centre to assist in fi nding an effective tool that constantly offers informa-

tion in different format and structure at the right time to assist decision makers in performing their tasks and duties in 

order to achieve results for matters of national interests.
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 Objectives

- As it was mentioned above, one of the main objectives of the Centre is to publish studies; academic researches; articles 

related to diplomacy and related international relations; resolves crisis and international problems through the ideologies 

that fosters the attainment of peace, while focusing on presenting studies about the Arab and international political and 

economic  coalitions, and fi nally, the importance of activating the role of the Arab cooperative work through the regional 

coalitions  in order to achieve a United Arab nation.

- Publishing knowledge around the latest principles of diplomacy and international relations; updating and organizing the 

exchange of information through publishing studies that focuses on issues of international and chronic crisis; listing the 

available mechanisms to fi nd suitable solutions, such as dialogue; direct; and indirect negotiations that serve the interests 

of political sciences and politicians.

- Participate in organizing seminars; study forums;  conferences in the fi eld of strategy, diplomacy and international rela-

tions and other topics that are related to the activities of the centre; inviting the political parties and political organizations 

to participate in the effective  and constructive dialogue according to the national constants.

- Offering consultations to the government entities and other concerned entities which helps improve their offi cial man-

date.

- Establishing a private printed library and an electronic library on the World Wide Web which focuses on books and 

articles related to the topics of diplomacy, International relations and strategy.
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 The Center’s Structural Organization

■ Honorary President: Dr.  Abu-Bakr Abdullah Al-Qirbi

■ Executive President / Chairman of Board of Trustees: Ambassador / Dr. Ali AbdulQawi ALGhaffari.

■ Board of Trustees consists of the fi gures of those devoted in the internal and external policies of the Republic of Ye-

men. It also includes in its membership distinguished elites of politicians, diplomats, economists, academics and persons 

of wide expertise in the Center’s fi elds of interest.

■ The Board of Trustees undertakes the strategic plans for the Center’s  and supervise its executive management and 

interrelationship with the various ministries, governmental and private bodies and civil society organizations inside the 

country, and follow-up and monitor its foreign relations.

■ Board of Directors Consists of the Executive Board as follows

- Ambassador / Dr. Ali AbdulQawi ALGhaffari  

( President )

- Prof. Dr / Mohammed Mohammed Mutahar 

( Member )

- Ambassador / Dr. Hameed Mohammed Mutee Al-Awadhi

( Member )

- Mr. Fouad Ali ALGhaffari – Advisor

( Member )
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 The Center’s Sections

 The Center’s Financial Position

 Enrollment

- Foreign Affairs 

- Public Affairs      

- Financial & Administrative Affairs 

- Secretariat          

- Studies & Researches

- Website – Eng. 

The Center’s fi nancial resources depend on members subscriptions and unconditional donations and endowments from 

bodies, institutions and organizations in a manner that would not contradict with the Center’s Articles of Association and 

the applicable laws and regulations in the country.

The Center’s capital is one million Yemeni Ryals (YR 1, 000, 000) at the Yemen Kuwait Bank for trade & Investment 

under account number , YR:  402, 113, 8445 , $: 402, 103, 12163 .

Membership enrollment is the sum of (50, 000 YR) once per year. There will be a schedule and meetings with the mem-

bers.

For the supporting and fi nancing sponsors, brief introductory information will issued in the Center’s publications and 

website.  
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 Curriculum Vitae
H.E Ambassador DR. Ali AbdelQawi AlGhaffari

           President of Yemeni Diplomatic Center for Diplomatic Studies & International Relations ( YCDSIR )

- Born 1950, Haryah Village, Al-Naderah City, Ebb province.

- Graduated primary school “Orphans offi ce, Sana’a 1961 - 1962.

- Graduated preparatory school “AL- Wehda School”, Sana’a 1963 - 1964.

- Graduated High School “Jamal Abdul Nasser School” 1966 - 1967.

- He was among the fi rst batch of teachers 1967 - 1968.

- Joined the 70-day war among members of the people’s Resistance 1967 - 

1968.

Qualifi cations:

- BA in political Science, Prague / 1973.

- Diploma, Higher Studies in International politics, New York University. 

- Diploma, Higher Studies in Diplomacy, Oxford University / 1980 - 1981.

- Fellowship Degree, United Nations / 1988.

- Master Degree in political Science, New York University / 1989.

- PHD, political Science, Baghdad University / 1996.

- He speaks English, Czech and Arabic languages.

Portfolios:

- Joined the Ministry of Foreign Affairs in 1973.

- Worked in various department of the MFA.

- Director, Personnel Department.

- Director, Research, Training and Planning Department.

- Participated in a number of international conferences. 

- Posted to a number of the Yemeni Diplomatic Missions / some at which he 

was the Charge d, Affaires.

- Assistant professor at the political Science – at Sana’a- University / 1996 - 

1997.

- Ambassador at the MFA since 1999.

- Deputy Head of Information Department / 1997.

- Deputy of the Diplomatic Institute / 1998 - 1999.

- Director General of the Diplomatic Institute / 2000.

- Deputy Editor – in – Chief of a political Research Magazine.

- Head of the Information Department / 2000 - 2001.

- Ambassador of the Republic of Yemen to the Great Jamahiriya of Libya 

August / 2001 - 2005.

- Non- resident Ambassador of the Republic of Yemen to Malta / 2002 - 

2005.

- Non- resident Ambassador of the Republic of Yemen to Chad / 2002 - 

2005. 

- Chief of African Department / August 2005 – 2006.

- Chief of Arab Department   /September 2006 – September 2007.

- Head of Mission to the Republic of South Africa / September 2007 up 

to - August 2010. 

His Work:

- Book on the United Nations and its role in Yemen.

- Book on the Unity of Yemen: Prospects and the Future - Sana’a / 1997.

- Book on the Diplomacy of Yemen - Sana’a / 1900 - 2000.

- Book on old and present –day Diplomatic – Damascus / 2002.

- Book on Glances from Yemeni Unity across the History – Damascus / 

2004.

- Diplomacy of Loyalty / April 2006.

- Book on Sana’a Forum for Cooperation communiqués & Agreements - 

October 2002 –May 2006.

- Visions on the nationally revolution, unity and joint Arab action - Sana’a 

/ 2009.

- Book on Foreign policy of the Republic of Yemen “under Printing”.

- He Wrote many articles, and researches and presented many lectures, 

local & abroad
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Viewpoint Paper �

Promoting Electronic Health Record Adoption. Is It the
Correct Focus?

DONALD W. SIMBORG, MD
� J Am Med Inform Assoc. 2008;15:127–129. DOI 10.1197/jamia.M2573.
In 2004, President Bush set as a goal that every American
would have an electronic health record by 2014. In the three
years since that pronouncement, the Department of Health
and Human Services (DHHS) has established the Office of
the National Coordinator for Health Information Technol-
ogy (ONC), and the American Health Information Commu-
nity (AHIC) to oversee policy. It has set priorities and has
anointed two existing organizations, the Health Information
Technology Standards Panel (HITSP) and the Certification
Commission for Health Information Technology (CCHIT),
to play significant roles in establishing and promoting the
standards necessary to achieve this goal.

One theme that pervades all of the organizations involved in
this broad mandate is the promotion of the adoption of
electronic health records (EHRs) by physicians—a perennial
issue with which the healthcare informatics community has
struggled for several decades. The problem of slow EHR
adoption by physicians has been described in the informat-
ics literature as “the wave that never breaks.”1 With the
emergence of the national mandate of the current adminis-
tration to promote the adoption of EHRs, the introduction of
legislation in Congress to fund EHR adoption and the focus
of some of the 2008 presidential candidates on healthcare IT
as a component of their healthcare plans, there is every
indication that the wave could finally break before the end
of this decade. It is therefore timely to ask if this is in the best
interests of the country.

The reason that EHRs are being promoted by this adminis-
tration and many others is the assumption that they can be
useful tools in promoting quality and reducing costs. The
premise is that the ready availability of legible patient
clinical information to physicians at any place and any
time would reduce errors of omission and commission
resulting from the lack of such availability in the prevail-
ing paper-based records environment. The addition of
clinical decision support functions in many EHRs to alert
physicians to potential errors and influence their behav-

Correspondence: Donald W. Simborg, MD, 407 Old Downieville
Hwy, Nevada City, CA 95959; e-mail: �dsimborg@sbcglobal.net�.
Received for review: 07/30/07; accepted for publication: 11/07/07.
iors toward evidence-based decisions further enhances
the potential of EHRs to promote quality and reduce
costs. All of these positive aspects of EHRs have been
widely documented over several decades in the broad
healthcare informatics literature and particularly in
JAMIA. These will not be reviewed here.

The focus of this commentary is to question whether the
current policy of promoting EHR adoption is appropriate
given the current state of EHRs in the marketplace and the
financial incentives currently in place to adopt them.
There are some very troubling trends that have emerged
in recent years that would suggest that this policy, if not
modified, may backfire with regard to quality and costs.

The current financial incentives to physicians to adopt
EHRs are misaligned regarding the cost side of the
equation.2 If, indeed, one of the benefits of EHRs is to
reduce overall healthcare costs, those benefits largely
accrue to the buyers of healthcare and not the providers,
yet the providers currently pay for the systems. Therefore,
in today’s environment, there is a financial disincentive
for physicians to adopt EHRs for the purpose of health-
care cost reduction. If one couples that disincentive with
the administrative and workflow disruption that the
introduction of an EHR has on a medical practice at least
initially, one understands why the vendors of EHRs have
had to promote other features to provider organizations
to convince them to purchase their products. It is these
other features which have the consequence of undermin-
ing the fundamental value proposition of EHRs.

What are these other features that entice physicians to buy
an EHR? They are:

1. Improved revenue from higher Evaluation and Manage-
ment (E&M) codes.

2. Time saving devices for physician documentation.

From a physician’s point of view, these are both positive
reasons to purchase an EHR and help overcome the
financial disincentives that otherwise exist. Unfortu-
nately, increasing the E&M codes increases overall health-
care costs rather than decreases them. It is not known
whether this increase represents a correction of previous

under-coding of the E&M code as some argue, or a form
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of “E&M code creep.” Regardless, the costs increase. One
could argue that if the use of these EHRs reduces overall
healthcare costs in other ways and/or measurably increases
healthcare quality, an increase in E&M code payments could
be justified. The problem is that the features introduced to
enhance E&M codes and save documentation time are not
the same features that improve quality or reduce overall
healthcare costs. In fact, they are features that potentially
degrade quality.

The biggest problem EHR vendors have faced with physi-
cian adoption is that they slow physicians down, at least
initially. The fact that they might improve quality is not a
sufficient inducement to a physician to use an EHR if his or
her overall productivity (and therefore income) declines in
the process. In documenting an encounter note, it is difficult
to beat the speed of a physician dictating that note by any
computer-based input mechanism except through the use of
default templates and/or copying previous notes. Both of
these mechanisms can greatly increase the speed of docu-
mentation by a physician. Using a single click of a mouse to
enter, “The chest expansion is normal and symmetrical.
There is no dullness to percussion. Both diaphragms move
adequately. There are no rales, rhonchi, wheezes, egophony
nor whispered pectoriloquy.” is certainly faster than dictat-
ing the same information and it certainly qualifies as ade-
quate documentation of the chest exam for the E&M code.
Faster yet is a single click for the entire physical exam or
even more complete notes which can be done in some
systems. With regard to the copy/paste feature, if one is
following a patient that is relatively stable and has had little
or no change from the previous visit, it is certainly faster to
copy and perhaps make minor edits to a previous note than
to re-create one. These two mechanisms (defaults and copy/
paste) have become widespread in EHR products and raise
the question whether adoption of EHRs, in their present
form, should be promoted.

There have been no studies yet published that scientifically
measure the quality of documentation of EHRs with these
time-saving features. However, there is mistrust of EHRs
produced in this manner. Computer print-outs of encounter
notes with complete reviews of systems and physical exams
with dozens of normal negatives neatly documented are
largely discounted by the physicians who receive them. An
article published recently in the Sacramento Bee newspaper
illustrates the problem. It describes a conversation between
two physicians in which the first physician, in commenting
on the progress note produced by the second physician says,
“Wow, that’s a very thorough note. You completed that
entire exam and asked all those questions in 15 minutes?”
The second physician responded, “Not really. It was entered
by an electronic template.” The article concludes that such
practices “may hinder care and could lead to major prob-
lems.”3 A recent article in JAMA on the problem of the use
of copy/paste has a similar theme.4 These are admittedly
anecdotal examples and not proof that the EHRs with these
features reduce quality. However, if one understands how
physicians work and how these EHRs function, it is easy to
understand how inaccurate documentation can become a
part of the most well-intentioned physician’s practices. Phy-
sicians are generally rushed when seeing patients. That is

why they seek time-saving devices in the first place. Default
notes and copying previous notes are helpful in saving time.
But editing a default note or a copied note that is not quite
applicable to the current visit is time-consuming in any
system. Even proof-reading them is a distraction when a
physician is in a hurry. It is understandable that in the
course of click-producing many notes a day, there may be
insufficient time to read and edit out one or two aspects of
the default or copied history or physical that are not accurate
or might not have been asked or performed at the current
encounter. Either this editing simply is not done, or some-
times the physician will dictate or type a supplemental
free-text portion of the note with the correct information
creating an inconsistency in the final note. Unfortunately
because physicians are paid on the basis of what they
document, the defaults built into most systems tend to be the
maximum documentation of what they normally do rather
than the minimum. These notes do increase the E&M code
value and therefore the revenue of the physician and they do
save physician documentation time. However if, as it seems
likely, they are not always accurate reflections of the encoun-
ter, they have delivered a serious blow to the quality of
documentation and, one can argue, quality of care as well.
Even though there are other quality benefits of these sys-
tems, this cannot justify the acceptance of degraded and
potentially misleading documentation. Further, if other phy-
sicians discount all or some of these notes as untrustworthy,
what purpose do they serve other than as documents to
support claims? One should not be surprised when we see
articles, such as the recent publication in the Archives of
Internal Medicine, indicating a lack of evidence that EHRs
improve quality.5

There is one other potentially ominous aspect to EHRs that
also must be considered. Under a contract from ONC, a
group of experts was commissioned in 2005 to examine the
issue of healthcare fraud as it relates to information technol-
ogy. The report6 from this effort highlighted the huge cost
problem which fraud currently represents ($51B to $170B in
2003). More significantly, the report warned that unless specific
measures are taken, the opportunity for fraud greatly increases
as the healthcare system becomes increasingly electronic.
Among the 10 “guiding principles” recommended in this
initial report was the following:

“EHR standards must define requirements to promote fraud
management and limit opportunities for fraud and abuse.”

In 2006, as a part of a second contract issued by ONC,7

another group of experts was commissioned to recommend
an initial set of such requirements. The expert panel ac-
knowledged that only a very small minority of physicians
commit fraud and attempted to define recommendations
that not only would help in fraud management, but also
help to promote better documentation practices for all
physicians using EHRs. A draft of these requirements was
made available for public comment and the final set of
recommended requirements is currently under review by
both HITSP and CCHIT. Although the outcome of this
process will not be known for some time, the prospects are
uncertain for widespread incorporation of the recom-
mended fraud management functions into commercial
EHRs. These recommended functions largely relate to in-
creased audit capability of the “who, what, when, how, and

why” of documentation of and access to clinical information.

http://jamia.bmj.com/
http://group.bmj.com/


Journal of the American Medical Informatics Association Volume 15 Number 2 Mar / Apr 2008 129

 group.bmj.com on January 20, 2010 - Published by jamia.bmj.comDownloaded from 
Judging from the initial informal feedback from some mem-
bers of HITSP and CCHIT and public commentary from
physician organizations regarding the report, attempting to
build in fraud management functions would be perceived as
threatening to physicians and/or could add undesired cost
increases for EHR systems. If either is true, EHR adoption
would be inhibited by these functions—just the opposite of
what these organizations are mandated to do and certainly
not in the vendors’ interests.

The current policy of promoting adoption of EHRs re-
quires some re-thinking. Adoption, per se, is not the goal.
We must focus, in addition, on correcting the problems in
EHRs and more importantly, on the financial environment
which underlies those problems. DHHS, ONC, AHIC and
the entire informatics community need to re-focus their
priorities on promoting EHRs that enhance quality, cost
reduction and fraud management even at the risk of

delaying adoption.
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The National Health Care Anti-Fraud Association estimates
that the annual cost of healthcare fraud is somewhere
between 3% and 10% of total healthcare costs.1 That estimate
is not only astounding because of its magnitude, but also
because of its range, indicating uncertainty. The sum of
$100B per year, one way or another, matters. For example,
that difference would fund all of the imagined Nationwide
Health Information Network (NHIN) in any of its possible
forms and a whole lot more.

The Office of the National Coordinator for Health Informa-
tion Technology (ONC) has completed two contracts related
to healthcare fraud. The first, performed by the Foundation
on Research and Education of the American Health Infor-
mation Management Association, issued a report in 2005 in
which an expert panel recommended a set of “Guiding
Principles” for health information technology relating to
healthcare fraud management.2 (“Fraud management” is
defined as the prevention, detection and prosecution of
fraud.) The second contract, performed by RTI International,
issued a report in 2007 in which a second expert panel
recommended 14 requirements for electronic health records
related to healthcare fraud management.3 I served as the
co-chairman of the first expert panel and the chairman of the
second expert panel. It is my experience with these two
panels and the subsequent industry reaction that prompts
the title of this paper.

In our kickoff meeting under the first contract, Dr. David
Brailer, in giving the charge to our panel, asked us to answer
the question, “Should the emerging NHIN play a role with
regard to reducing healthcare fraud and, if so, what role?”
The ensuing contract process involved an extensive review
of the literature, on-site interviews with multiple healthcare
stakeholders including providers, consumers, payers,
healthcare economists, law enforcement, and technology
organizations. The expert panel, which included represen-
tatives from all of these stakeholders, reviewed the results of
this fact gathering process, heard presentations from various
outside experts, and deliberated regarding Dr. Brailer’s
question.

The result was a set of Guiding Principles, the first of which
was, “The Nationwide Health Information Network (NHIN)

Correspondence: Donald W Simborg, MD, 407 Old Downieville
Hwy, Nevada City, CA 95959; e-mail: �dsimborg@sbcglobal.
net�.
Received for review: 11/21/07; accepted for publication: 01/21/08.
policies, procedures, and standards must proactively pre-
vent, detect, and reduce healthcare fraud rather than be
neutral to it.” The reason for this conclusion was the
universal opinion of the experts that the potential for fraud
increases in an electronic environment and without proac-
tive steps in fraud management, our enormous problem will
get worse. Further, experience has shown that it is far more
effective to prevent fraudulent payments than to “pay and
chase,” which is the predominant model in use today. Since
we are still early in the use of EHRs and interoperable
networks, now is the time to anticipate this problem.

Another Guiding Principle of the first report was, “EHR
standards must define requirements to promote fraud man-
agement and minimize opportunities for fraud and abuse,
consistent with the use of EHRs for patient care.” This was
the basis for the second contract with RTI International
which convened another expert panel to make recommen-
dations for such requirements for EHRs. These recommen-
dations were intended to specifically inform the processes of
both the Health Information Technology Standards Panel
(HITSP) and the Certification Commission for Health Infor-
mation Technology (CCHIT). This second expert panel con-
sisted of some of the panel members from the first contract
plus additional stakeholders from the provider community
with EHR and EHR vendor experience. The panel process
involved the development of use cases for the commitment
of fraud by those using EHRs and brainstorming among the
panel members for possible fraud management solutions
that could be built into EHRs. The panel divided into two
groups: those developing recommendations that would be
useful in preventing the commission of fraud and/or detect-
ing fraud prior to payment of a claim, and a second group
developing recommendations to assist in fraud detection
after payment and assist in prosecution. Draft recommenda-
tions went through multiple iterations within the panel and
a reduced set was made available for public comment. The
public comments were subsequently reviewed in detail by
the panel and recommendations were modified or elimi-
nated as a result for the final report.

The original set of Guiding Principles received uniform
praise and support from all segments of the healthcare
industry. The recommendations for EHRs from the second
report did not. Most of the public comments during the
second contract regarding the EHR recommendations were
supportive, but a substantial number raised concerns. Like-
wise, following the publication of the final report, there was

support for most of the recommendations but a significant
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amount of pushback on many of them. The difference in the
industry reactions to the two reports is not surprising. The
Guiding Principles of the first report were high level,
general, and somewhat like “motherhood” in nature. The
recommendations of the second report were specific, tough,
and would require significant actions on the part of the
healthcare IT industry that would compete with other pri-
orities. Pushback and debate is both healthy and expected.

The concerns raised about the EHR recommendations were
that they could violate consumer and physician privacy,
allow payers unwarranted access to electronic records, be
threatening to physicians regarding fraud investigation, add
cost to EHRs, and impede performance of EHRs. To the
extent that any of these is true, they are legitimate issues and
would have a negative impact on adoption of EHRs. The
expert panel took all of these potential issues into consider-
ation and crafted the final recommendations in a manner
which would either eliminate them or mitigate them to an
acceptable level commensurate with the problem. Nonethe-
less, there is room for continued debate and reworking of
the solution.

What is not an acceptable solution is to totally dismiss the
notion of building fraud management into EHRs as some are
advocating. Admittedly there is a cost to doing this and
there is some competition with other priorities. It became
clear during our interaction with both CCHIT and HITSP
that fraud management was not on either organization’s
radar screen. Although the leadership of both organizations
expressed support for dealing with the fraud problem, it
was also clear that neither organization had received any
mandate from the American Health Information Commu-
nity (or anyone else) to put it as a priority. Further, the
notion of requiring EHR vendors to implement functions
that would, in part, help payers or law enforcement agencies
to prosecute their customers would be not only be politically
incorrect for organizations that depend on vendor and
provider support but is perceived as conflicting with their
primary goal of promoting EHR adoption. EHR adoption is
an important goal, but we cannot have an attitude of EHR
adoption regardless of any potential negative consequenc-
es.4 Apparently, somewhere in the background of this
process, ONC or someone else in DHHS also became ner-
vous about being too visible about pushing fraud manage-
ment as a high priority. After our panel completed its work
and contributed to writing multiple drafts of our final
report, the report did get published under the title, “Recom-
mended Requirements for Enhancing Data Quality in Elec-
tronic Health Record Systems.”

That report title is not quite as misleading as it appears.
Although our entire process was focused on fraud manage-
ment, data quality of health records for patient care is
inseparable from the issue of fraud. Records that are com-
plete, accurate and medically appropriate are not fraudu-
lent. However, the fraud management piece requires addi-
tional metadata about the “who, what, when, and how” of
record completion in order to help sort out the minority bad
guys from the majority good guys. It is not a simple process
and the better the documentation, the easier it is to perform
a fraud management function. And, by the way, these same
metadata also protect the good guys from inappropriate

suspicion of fraud.
We have a problem. “We” means everyone: consumers,
payers, providers, and healthcare IT professionals. The sum
of $200B per year (or whatever is the true amount) is not
“chump change.” The fact that we don’t even know the true
amount is a problem. The fact that we don’t really know
how many of our providers commit fraud is a problem. The
best estimate of that number that I have been able to glean
from authorities in CMS who should know is that it is “less
than a majority.” We need to be more precise about that.
Whatever the current amount of fraud is, as stated earlier,
the widespread opinion is that without proactive fraud
management built into our IT infrastructure now, the prob-
lem will become significantly worse. After interacting with
people from CMS, the Office of the Inspector General and
officials in the Department of Justice, I have the distinct
impression that their view is that the healthcare IT commu-
nity does not take this problem seriously.

I interpret the reaction of the healthcare IT community
differently. We do take this problem seriously and no one
wants to see EHRs become facilitators of fraud. The concerns
expressed, however, especially the potential threat to EHR
adoption, are considered equally serious. I believe we can
turn this threat into an opportunity. The link between fraud
management and quality of records for patient care is real.
The improved security tools and increased metadata that are
required for fraud management are threats to the bad guys
and protection for the good guys. The opportunity is on the
financial side. Recent comments from the Director of the
Congressional Budget Office suggest that EHRs may not be
cost-effective and deserving of Federal investment.5 If we
can demonstrate that EHRs will make even a small dent in
the huge cost of healthcare fraud, this can become the major
financial justification for them.

In my view, the next steps need to bring all of the parties
together to work on this problem. Specifically, we need to
better quantify and characterize the current fraud problem
and better quantify and characterize the expected increase
with EHRs. This type of quantitative data was lacking in the
two ONC reports and is required not only to help convince
a skeptical healthcare IT community, but to better prioritize
and cost-justify the EHR functions required to mitigate the
problem. In the meantime, many of the recommendations
for EHRs are not controversial and we should implement
now these “low hanging fruit” recommendations for fraud
management. These include requirements for increased au-
dit information and protection of audit processes, use of the
National Provider Identifier in audit logs of provider input,
enforcement of strong user authentication, record modifica-
tion rules and tracking, improved output document track-
ing, increased security for electronic transmissions, and a
clear definition of the minimal requirements for the legal
EHR for business purposes.

In summary, the ONC contracts have succeeded in putting
fraud management on the table. It is our responsibility as
healthcare IT professionals to make sure it doesn’t get
“tabled”.
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Variations and Trends in the Coding of Evaluation and Management 
(E&M) Services by Hospital Emergency Departments 

 
 

Summary  

Following implementation of the Medicare Outpatient Prospective Payment System 
(OPPS), unexpected variances have been observed in the assignment of evaluation and 
maintenance (E&M) codes on emergency department claims.  Hospital OPPS claims 
were used to define normal Medicare payment levels and distributions of patients among 
various levels of E&M codes for calendar years 2002-2004.   Data for some hospitals 
indicate that there may be systematic under-coding or over-coding of emergency 
department encounters.  Under-coding can result in lower levels of reimbursement, while 
over-coding can be a compliance problem requiring immediate intervention and 
correction.  The findings of this study should be useful in helping a hospital to determine 
whether its E&M coding is within expected ranges. 

Background 

Medicare implemented the OPPS for hospital outpatient services in 2000.  Under this 
system a hospital is paid fixed rates for various Ambulatory Payment Classifications 
(APCs).  The procedures detailed on a Medicare patient’s bill are grouped into these 
APCs in order to determine payment.  Complete and accurate coding of procedures is 
therefore essential in ensuring that a hospital receives accurate payment.   

This study focuses on the assignment of E&M codes in a hospital emergency department 
(ED).  These codes are frequently used and are sometimes problematic.  Coding 
guidelines for E&M codes have been somewhat ambiguous for hospital use under the 
OPPS, and incorrect coding can result.  This study assesses the potential prevalence of 
such errors.  

Sources and Limitations of Data 

This study is based on Medicare OPPS claims for hospital ED visits during calendar 
years 2002 through 2004. Data were obtained from the Centers for Medicare and 
Medicaid Services (CMS) and contain fee-for-service claims data for Medicare hospital 
outpatient bills.  All data obtained from CMS and used in this analysis are consistent with 
CMS Data Release Policies. 

When reviewing this analysis it is important to note that the entire population of 
Medicare ED patients is not represented. 

• Medicare patients who are admitted to a hospital through its Emergency 
Department are not included in outpatient claims data.  (Medicare does not allow 
hospitals to bill separately for outpatient services provided prior to an admission.)  
Therefore, admitted patients are not included in this analysis. 
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• Patients covered by a Medicare managed care plan also are excluded, since the 
CMS outpatient data include only fee-for-service claims. 

• Critical Access hospitals are not included in OPPS claims data. 

It should also be noted that some hospitals are consolidated for reporting.  A single 
Medicare provider number may actually represent multiple physical hospitals.  This can 
distort analytics based on hospital size. 

Evaluation and Management Codes 

Evaluation and Management services are represented by six CPT1 codes that group into 
four APC categories representing a range of resource consumption.  Definitions and 
national payment rates for these APCs are updated annually by CMS. 
 
Table 1 – APC Definitions and Payment Rates 

APC Definition CPT1 2002 2003 2004 2005 2006
610 Low level emergency visits 99281

99282
$62.61 $73.78 $74.70 $77.18 $73.79

611 Mid level emergency visits 99283 $109.95 $131.89 $130.77 $136.34 $129.18

612 High level emergency visits 99284
99285

$177.65 $226.39 $226.30 $234.42 $224.78

620 Critical care 99291 $427.59 $519.48 $491.01 $516.54 $477.73

Since E&M codes were originally designed for physician or professional services 
reporting, the assignment of these codes was originally based on factors such as the detail 
of patient history, extent of patient examination, complexity of medical decision making, 
and whether the patient was critically ill or injured. 

According to guidance published in the Federal Register, “Coding guidelines for 
emergency and clinic visits should be based on emergency department or clinic facility 
resource use, not physician resource use.” 2  In other words, the CPT definitions 
developed for physician reporting are not appropriate for hospital reporting.  Even though 
the regulations make it clear that physician guidelines should not be used for reporting 
hospital resource use, they do not provide specific criteria for the assignment of these 
codes in the hospital setting.  Instead of specific criteria there are guidelines presented in 
the Federal Register that hospitals can follow to develop their own criteria:  
 

• Coding guidelines for emergency and clinic visits should be based on 
emergency department or clinic facility resource use, not physician 
resource use.  

                                                 
1 CPT codes copyright 2005 American Medical Association. All Rights Reserved. CPT is a trademark of 
the AMA. No fee schedules, basic units, relative values or related listings are included in CPT. The AMA 
assumes no liability for the data contained herein. Applicable FARS/DFARS Restrictions Apply to 
Government Use. 
2 42 CFR Part 405, August 9, 2002, page 52131  
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• Coding guidelines should be clear, facilitate accurate payment, be usable 
for compliance purposes and audits, and meet HIPAA requirements.  

• Coding guidelines should only require documentation that is clinically 
necessary for patient care. Preferably, coding guidelines should be based 
on current hospital documentation requirements. (This guideline 
discourages separate scoring sheets.) 

• Coding guidelines should not facilitate up-coding or gaming.  

• The distribution of codes should result in a normal curve. Documentation 
guidelines should support this result. 

 
The “normal’ distribution curve was described as, “The distribution of all emergency 
services is in a bell-shaped curve with a slight left shift because there are more claims for 
CPT codes 99281 and 99282 than for codes 99284 and 99285.”  The graph in Table 2 
shows the trend in this curve from 2002 to 2004.  Note in 2004, the slight shift of the 
curve to the right.  This indicates that more patients are being classified with higher levels 
of E&M (99284) and fewer patients in the lower levels.  Though some of this shift may 
reflect acuity, some may also be attributable to changes in documentation and coding 
practices by the hospital. 
 
Table 2 – Shift in the distribution of CPT codes from 2002 to 2004 
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The acuity of patients (and their APC mix) may differ across hospital emergency 
departments according to factors such as: 
 

• the characteristics of the population served 
• the range and complexity of services offered 
• hospital size and specialties 
• referral relationships among hospitals in an area 
• regional influences on healthcare 
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Though there are clearly defined shifts in the aggregate, data show remarkable variability 
among individual hospitals.  In order to better understand this variability hospitals were 
categorized according to their annual emergency department claims volume in 2004 (i.e. 
the total number of claims with APCs 610, 611, 612, or 620).  Hospitals with fewer than 
500 claims during calendar year 2004 were excluded.  It was felt that hospitals with fewer 
than 500 claims had only minor ED operations (i.e. fewer than two Medicare patients on 
average per day) and did not have sufficient volumes for analysis. 
 
 Table 3 – Distribution of Hospitals According to ED Volumes in 2004 

Category Based on 
Annual ED Claims 

Number of 
Hospitals 

Total 
 Claims 

Average 
Claims/Hospital 

500 - 1,000 225 174,768 777 
1,001 - 4,000 2,108 4,995,630 2,370 
4,001 - 7,000 769 3,968,442 5,161 
7,001 - 10,000 162 1,320,740 8,153 
>10,000 54 679,380 12,581 
Totals 3,318 11,138,960 3,357 

For each volume category, the distribution of claims among the four APCs was 
examined: 
 
Table 4 – Distribution of APCs According to Hospital Volumes in 2004 

Annual ED Claims 
APC 610 

(low) 
APC 611

(mid) 
APC 612

 (high) 
APC 620
(critical) 

500-1,000 38.3% 33.5% 26.5% 1.7% 
1,001 - 4,000 32.1% 35.5% 31.1% 1.3% 
4,001 - 7,000 28.8% 34.4% 35.7% 1.1% 
7,001 - 10,000 24.0% 33.7% 41.4% 0.9% 
>10,000 26.1% 36.7% 36.6% 0.6% 
Averages 29. 7% 35.0% 34.3% 1.1% 

 
Smaller emergency departments provide a higher proportion of lower intensity services 
(i.e. those hospitals with lower numbers of annual ED claims had a higher proportion of 
patients with APC 610 - the lowest level of emergency visits).  Conversely, larger 
emergency departments provided higher proportions of higher intensity services (i.e. 
APC 611 and APC 612). 
 
It would seem logical to expect larger emergency departments to also provide higher 
proportions of critical services (i.e. APC 620).  However, the data seem to indicate just 
the opposite.  The most likely reason for this is that critical patients are more often 
admitted as inpatients in larger hospitals, and therefore do not appear in the outpatient 
data.  On the other hand, critical patients are often transferred from smaller hospitals to 
larger ones (instead of being admitted to the smaller hospital).  Consequently, such 
transferred patients do appear in the outpatient data for the smaller hospitals. 

Using Average Reimbursement as an Index of Patient Mix 

Medicare pays a fixed rate for each APC according to national payment rates that are 
updated periodically.  Because these rates are based on national median costs, they are a 



________________________________________________________________________ 
©American Hospital Directory, Inc., 2006  Page 5 
 

good proxy for relative intensity of service among APCs.  For payment purposes this rate 
is normally adjusted to account for wage differences among hospitals in different 
geographic areas. For this study, however, we used unadjusted national rates to calculate 
and compare average payment among hospitals.  This average payment based on national 
rates serves as an acuity index that reflects the distribution of patients among the various 
APCs.  (National payment rates for each APC appear in Table 1 of this study.) 

Table 5 – Average E&M Payment According to Hospital Volumes in 2004 (national payment rates) 

Annual ED Claims 
Average Payment

(national rates) 
Avg. Pmt. Range 
(lowest - highest) 

500-1,000 $141 $75 -  $246 
1,001 - 4,000 $147 $77 - $258 
4,001 - 7,000 $153 $87 - $282 
7,001 - 10,000 $160 $97 - $219 
>10,000 $153 $104 - $199 
Total $151 $75 - $282 

Higher volume emergency departments commonly treat higher-acuity patients and would 
be expected to have the highest average payment.  In this analysis, however, the largest 
ED operations reporting >10,000 outpatient visits did not have the highest average 
payments.  Since such hospitals typically receive and admit high acuity Medicare 
patients, they do not bill the higher paid critical care codes as outpatient.  As a 
consequence their average payment is lower. 

A hospital can compute its own index by counting the number of its patients in each APC 
and multiplying the total in each APC by the national payment rates shown in Table 1.  
The total of the computed payment amounts for all four APCs divided by the total 
number of patients gives a case-weighted average payment amount for comparison.  If a 
hospital’s computed average is significantly higher or lower than expected, the reason for 
the variance should be investigated.  

Variations Among Individual Hospitals 

Within each size grouping of emergency departments, the distribution of APC 
percentages and average payments are approximately normal, with some hospitals 
considerably higher or lower than average for each measure.  Extreme variations can 
result from erroneous coding practices (e.g. using the same E&M code for most patients 
regardless of the services actually provided). 

There were 10 hospitals with more than 90% of their patients classified to APC 610, the 
lowest level of evaluation and maintenance.  While there could be operational reasons for 
such a low intensity, a hospital falling outside normal ranges should make certain that 
valid reasons exist.  If patients are being routinely classified to the lowest APC regardless 
of actual circumstances, a hospital would be under-reimbursed. 

Conversely, there were 20 hospitals with fewer than 2% of their patients classified to 
APC 610. Again, it is important to understand the reasons.   If patients are being 



________________________________________________________________________ 
©American Hospital Directory, Inc., 2006  Page 6 
 

erroneously classified to a higher range there could be a compliance problem related to 
over-reimbursement.  

The following table further delineates the ranges for each APC.  Hospitals were ranked 
from low to high in each category with the lowest percentage shown in the table as “min” 
(i.e. the minimum).  The ranked hospitals were then divided into four quartiles with the 
highest percentage shown for each quartile.  This table enables an individual hospital to 
compare its own experience with national experience.  For example, if a hospital with 
5,000 annual ED claims has 25% of its total claims in APC 610, it would be in the second 
quartile. 

 
Table 7 – Quartile Ranges for the Percentages of E&M Claims by APC for 2004 

Annual ED 
Claims 

APC 610 
(low) 

APC 611 
(mid) 

APC 612 
(high 

APC 620 
(critical) 

Quartile:  min 1 2 3 4 min 1 2 3 4 min 1 2 3 4 min 1 2 3 4 
500-1,000 0 22 38 54 100 0 23 33 42 76 0 15 24 35 100 0 0 1 2 21 
1,001 - 4,000 0 17 31 45 97 0 26 34 43 98 0 18 29 41 97 0 0 1 2 27 
4,001 - 7,000 1 14 26 42 91 5 26 33 41 89 1 23 35 48 87 0 0 1 1 34 
7,001 - 10,000 0 11 21 36 70 10 25 32 40 64 3 29 41 54 87 0 0 1 1 11 
>10,000 1 13 24 38 65 9 29 37 44 56 8 26 36 46 67 0 0 0 1 3 
All Hospitals 0 16 30 45 100 0 26 34 43 98 0 19 31 43 100 0 0 1 1 34 

 

Conclusion 

This analysis of Evaluation and Maintenance coding appears to indicate that some 
hospitals may be over-coding or under-coding emergency department services.  Claims 
data are useful in identifying potential problems, but do not consider operational 
circumstances that may cause variances.  Hospitals should regularly review their own 
outpatient claims data in relation to the ranges in this study in order to determine whether 
there are situations that should be investigated.   Systemic under-coding can lead to 
under-reimbursement.  Systemic over-coding can be a compliance problem requiring 
immediate intervention and correction. 
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Variation in Coding of Evaluation and Management (E&M) Services by 
Hospital Emergency Departments 

 
 

Summary  

More than a year after implementation of the Medicare Outpatient Prospective Payment 
System there are unexpected variances in the assignment of E&M codes on emergency 
department claims.  Hospital outpatient PPS claims were used to define normal Medicare 
payment levels and distributions of patients among various levels of E&M codes for 
calendar year 2002.   Data for some hospitals indicate that there may be systematic 
undercoding or overcoding of emergency department encounters.  Undercoding can result 
in lower levels of reimbursement.  Overcoding can be a compliance problem requiring 
immediate intervention and correction.  The findings of this study should be useful in 
helping a hospital to determine whether its E&M coding is within expected ranges. 

Background 

Medicare implemented an Outpatient Prospective Payment System (OPPS) for hospital 
outpatient services in 2000.  Under this system a hospital is paid fixed rates for various 
Ambulatory Payment Classifications (APCs).  The procedures detailed on a Medicare 
patient’s bill are grouped into these APCs in order to determine payment.  Complete and 
accurate coding of procedures is therefore important in order to ensure that a hospital 
receives accurate payment.   

This study focuses on the assignment of Evaluation and Management services (E&M 
codes) since they are used frequently and can be problematic.  These codes reflect the 
extent of clinical staff (i.e. physician, technician, nurse, etc.) involvement with a patient 
and define APC payments ranging from $63 to $408 for the medical component of a 
hospital-based outpatient visit.  However,  coding guidelines for E&M codes are 
somewhat ambiguous for hospital use, and incorrect coding can result.  This study 
assesses the potential prevalence of such errors by hospital Emergency Departments. 

Sources and Limitations of Data 

This study is based on Medicare PPS claims for hospital emergency department (ED) 
visits during calendar year 2002, as billed through 12/31/2002.  Claims data were 
obtained from the Centers for Medicare and Medicaid Services (CMS) in two files: 

• Hospital Outpatient Prospective Payment System (OPPS) Limited Data Set (LDS) 
for the nine months ending 12/31/2002 (Proposed 2004) 

• Hospital Outpatient Prospective Payment System (OPPS) Select File for the 
twelve months ending 3/31/2002 (Final 2003) 
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These two files contain fee-for-service claims data for Medicare hospital outpatient bills. 
They were combined in order to cover the most recent twelve month period for which 
data are available.  Note that all data obtained from CMS and used in this analysis are 
consistent with CMS Data Release Policies. 

When reviewing this analysis and its findings, it is important to note that Medicare 
patients who are admitted to a hospital through its Emergency Department are not 
included in outpatient claims data.  (Medicare does not allow hospitals to bill separately 
for outpatient services provided prior to an admission.)  Therefore, admitted patients are 
excluded from this analysis.  Furthermore, patients covered by a Medicare managed care 
plan also are excluded, since the CMS outpatient data include only fee-for-service claims.  
Thus, this analysis does not represent the entire population of Medicare ED patients. 

Evaluation and Management Codes 

Criteria for coding Evaluation and Management services are based on factors such as the 
detail of patient history, extent of patient examination, complexity of medical decision 
making, and whether the patient is critically ill or injured.  Since E&M codes were 
originally designed for physician or professional services reporting, it is difficult to 
assign these codes in the hospital setting. 

E&M services are grouped into four APC categories representing a range of resource 
consumption.  The fiscal year 2002 definitions and national payment rates1 for these 
APCs are: 
 

Table 1 – APC Definitions and Payment Rates 

APC 610 Low level emergency visits $62.61 
APC 611 Mid level emergency visits $109.95 
APC 612 High level emergency visits $177.65 
APC 620 Critical care $427.59 

Though criteria for the assignment of E&M codes in the hospital setting are currently 
ambiguous, CMS has announced intentions to publish more specific criteria early in 
2004.  (Physicians will be excluded from using the new criteria for their professional 
E&M coding.) 

Hospital Categories 
The acuity of patients (and their APC mix) may differ across hospital emergency 
departments according to factors such as: 
 

• the characteristics of the population served 
• the range and complexity of services offered 
• hospital size and specialties 
• referral relationships among hospitals in an area 
• regional influences on healthcare 
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Therefore, to more accurately identify the typical distributions of ED patients by APC, 
hospitals were categorized according to their annual emergency department claims 
volume (i.e. the total number of claims with APCs 610, 611, 612, or 620).  Hospitals with 
fewer than 500 claims during calendar year 2002 were excluded.  It was felt that hospitals 
with fewer than 500 claims had only minor ED operations (i.e. fewer than two Medicare 
patients on average per day) and did not have sufficient volumes for analysis.  The 
remaining hospitals are shown in Table 2. 
 
   Table 2 – Distribution of Hospitals According to ED Volumes 

Annual 
Emergency 
Dept Claims 

Number 
Hospitals
 in Range 

Total 
Number 
 Claims 

Average 
Number  
Claims 

500 - 1,000 181 133,603 738 
1,001 - 4,000 1,093 2,882,777 2,637 
4,001 - 7,000 1,043 5,656,606 5,423 
7,001 - 10,000 641 5,346,714 8,341 
>10,000 760 11,226,936 14,772 
TOTALS 3,718 25,246,636 6,790 

 

For each volume category, the distribution of claims among the four APCs was 
examined: 
 

Table 3 – Distribution of E&M Claims According to Hospital Volume 

Annual 
Emergency 
Dept Claims 

APC 
610 

(low) 

APC 
611 

(mid) 

APC 
612 

 (high) 

APC 
620 

(critical) 
500-1,000 35.8% 46.8% 15.3% 2.1% 
1,001 - 4,000 32.9% 48.7% 16.8% 1.7% 
4,001 - 7,000 28.7% 50.5% 19.1% 1.7% 
7,001 - 10,000 25.9% 52.6% 20.3% 1.2% 
>10,000 23.0% 53.8% 21.9% 1.3% 
Average 26.1% 52.2% 20.3% 1.4% 

 
As might be expected, smaller emergency departments provided a higher proportion of 
lower intensity services (i.e. those hospitals with lower numbers of annual ED claims had 
a higher proportion of patients with APC 610 - the lowest level of physician evaluation 
and management).  Conversely, larger emergency departments provided higher 
proportions of higher intensity services (i.e. APC 611 and APC 612). 
 
It would seem logical to expect larger emergency departments to also provide higher 
proportions of critical services (i.e. APC 620).  However, the data seem to indicate just 
the opposite.  The reason for this is that critical patients are more often admitted in larger 
hospitals, and therefore do not appear in the outpatient data.  On the other hand, critical 
patients are often transferred from smaller hospitals to larger ones (instead of being 
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admitted to the smaller hospital).  Consequently, such transferred patients do appear in 
the outpatient data for the smaller hospitals. 

 

Using Average Reimbursement as an Index of Patient Mix 

Medicare pays a fixed rate for each APC according to national payment rates that are 
updated periodically.  Because these rates are based on relative costs, they are a good 
proxy for relative intensity of service among APCs.  For payment purposes this rate is 
normally adjusted to account for wage differences among hospitals in different 
geographic areas.  (Actual payment amounts for E&M procedures might also be reduced 
when bundled with other procedures performed.)  For this study, however, we used 
unadjusted national rates to calculate and compare average payment among hospitals.  
This average payment based on national rates serves as an acuity index that reflects the 
distribution of patients among the various APCs. 

 
Table 4 – Average E&M Payment (based on national payment rates) 

Annual 
Emergency 
Dept Claims 

Average 
Payment 

(national rate)
500-1,000 $110 
1,001 - 4,000 $111 
4,001 - 7,000 $115 
7,001 - 10,000 $115 
>10,000 $118 
Average $117 

As might be expected, higher volume emergency departments treat more high-acuity 
patients and therefore have a higher average payment.  A hospital can compute its own 
index by counting the number of its patients in each APC and multiplying the total in 
each APC by the national payment rates shown in Table 1.  The total of the computed 
payment amounts for all four APCs divided by the total number of patients gives a case-
weighted average payment amount for comparison. 

Variations Among Individual Hospitals 

Within each group of emergency departments, the distribution of APC percentages and 
average payments are approximately normal, with some hospitals considerably higher or 
lower than average for each measure.  Extreme variations can result from erroneous 
coding practices (e.g. using the same E&M code for most patients regardless of the 
services actually provided).  Table 5 shows ranges for 90% of hospitals in each category, 
excluding the highest 5% and the lowest 5%.  
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Table 5 – Ranges for 90% of hospitals 

Annual APC APC APC APC Average 
Emergency 610 611 612 620 Payment 
Dept Claims (low) (mid)  (high) (critical) (nat rate) 
500-1,000 7-73% 20-72% 3-5% 0-7% $82-144 
1,001 - 4,000 5-74% 16-78% 2-43% 0-9% $85-148 
4,001 - 7,000 7-59% 29-74% 4-42% 0-6% $88-143 
7,001 - 10,000 5-54% 32-74% 4-43% 0-4% $93-139 
>10,000 5-47% 33-74% 5-43% 0-5% $96-143 
Average 6-59% 28-73% 4-40% 0-6% $89-141 

Hospitals outside these ranges deserve further investigation.  For example, there were 
eight hospitals with more than 90% of their patients classified to APC 610, the lowest 
level of evaluation and maintenance.  While there could be operational reasons for such a 
low intensity, a hospital falling outside normal ranges should make certain that valid 
reasons exist.  If patients are being routinely classified to the lowest APC regardless of 
actual circumstances, a hospital would be underreimbursed. 

Conversely, there were nineteen hospitals with fewer than 2% of their patients classified 
to APC 610. Again, it is important to understand the reasons.   If patients are being 
erroneously classified to a higher range there could be a compliance problem related to 
overreimbursement. 

Actual case studies conducted by The enVision Group, Inc. show similar trends in their 
outcomes reporting.  enVision concurs that hospitals should conduct periodic validation 
studies to ensure proper coding, charging and reporting of outpatient services to reduce 
both risk and liability in addition to proper payments  

Appendix A provides a table that further delineates the ranges for each APC.  Hospitals 
were ranked from low to high in each category with the lowest value shown in the table 
as “minimum.”  The ranked hospitals were then divided into five quintiles with the 
highest value shown for each quintile.  This table enables an individual hospital to 
compare its own experience with national experience.  For example, if a hospital with 
5,000 annual ED claims has an average national payment amount of $125 it would be in 
the fourth quintile representing the experience rate of 80% of the nation’s hospitals.  

Conclusion 

This analysis of Evaluation and Maintenance coding shows that some hospitals may be 
overcoding or undercoding emergency department physician services.  Claims data are 
useful in identifying potential problems, but do not consider operational circumstances 
that may cause variances.  Hospitals should regularly review their own claims data in 
relation to the ranges in this study in order to determine whether there are situations that 
should be investigated.   Systemic undercoding can lead to underreimbursement.  
Systemic overcoding can be a compliance problem requiring immediate intervention and 
correction. 
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Endnotes 
                                                 
1 Final Rule:  Medicare Program; Changes to the Hospital Outpatient Prospective Payment System for 
Calendar Year 2002 (CMS-1159-F2), Addendum A. 
 
 
 
 
 
 
 
 



Appendix A - Quintile Ranges for the Distribution of E&M Claims According to Hospital Volume

Quintile Points Min 1 2 3 4 Max Min 1 2 3 4 Max Min 1 2 3 4 Max Min 1 2 3 4 Max

Annual ER Dept 
Claims

500-1,000 0 19 29 40 53 100 0 32 44 51 60 86 0 7 10 15 22 100 0 0 0 2 4 22
1,001 - 4,000 0 17 26 37 48 97 0 37 45 53 61 93 0 7 12 17 24 76 0 0 1 1 3 26
4,001 - 7,000 0 14 22 31 43 94 0 38 46 54 63 88 0 9 14 20 27 79 0 0 1 1 2 30
7,001 - 10,000 0 12 19 28 39 96 0 41 49 56 64 94 0 9 16 22 30 78 0 0 0 1 2 14
>10,000 0 11 18 25 35 93 0 42 50 58 64 91 0 11 18 24 31 69 0 0 0 1 2 26
All Hospitals 0 14 22 31 43 100 0 38 47 55 63 94 0 8 14 20 28 100 0 0 1 1 2 30

Quintile Points Min 1 2 3 4 Max

Annual ER Dept 
Claims

500-1,000 63 95 103 112 122 185
1,001 - 4,000 63 96 106 114 123 207
4,001 - 7,000 63 100 109 118 127 195
7,001 - 10,000 65 102 111 119 128 164
>10,000 66 105 113 121 129 237
All Hospitals 63 100 109 118 127 237

Average Payment (national rate)

APC 610   (low)
Percent of Claims

APC 611   (mid) APC 612   (high) APC 620   (critical)

American Hospital Directory, Inc., 2003 Appendix A
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I have read ‘Designing a Digital Future: Federally Funded Research and Development 
in Networking and Information Technology’ and agree with your findings and the 
challenges faced by 21st century technologists designing fail-safe systems and critical 
data applications.  
 
I’m an electrical engineer with experience at companies including Cray Research and 
Silicon Graphics. Most of my work has been in the architecture, design and 
development of HPC storage systems including I/O systems, HDDs, SSDs, HPC 
system channels and error control coding. At Cray Research I was Chief Engineer for 
I/O and was granted several patents in the fields of systems and storage.  
 
In recent years I have been working independently on some of the very issues that 
you illuminate in your briefing. I call my resultant work and proposed solution 
Micro_Mirroring Technology and present it as “A solution for tomorrow’s physical 
storage resiliency and data integrity requirements”. The technology is based on 
intellectual property primarily supported by U.S. Patent No. 7,103,824 titled Multi-
dimensional data protection and mirroring method for micro level data.  
 
A number of well designed studies have been completed and papers written 
presenting large scale analysis of errors within contemporary processing and storage 
systems. Google, CERN, Carnegie Mellon University, University of Wisconsin, NetApp 
Inc., University of Toronto and the University of Illinois have led many of these 
efforts. They report that error rates tend to run higher than specified by vendors of 
Hard Disk Drives, Flash memory, DRAM memory and small dimension circuitry. Also 
quite often there are gaps in the protection systems that allow errors to propagate.  
 
Data availability, data reliability, data integrity, data resiliency, data consistency and 
data security are all critical areas of design for these new important data 
applications. The same commodity microprocessor, network and storage technology 
I’m using to write this proposal will also be used by a doctor to evaluate healthcare 
records, make medical decisions then write procedures, prescriptions and edit the 
existing records. For the case where a doctor is using a hand-held tablet pc coupled 
to a data-base on a cloud server the amount of hardware and software components 
involved can be extensive. And data integrity and reliability protection isn’t up the to 
the standards expected or desired for such critical information. But this has already 
become the new norm with the tsunami of mobile devices and applications. It may 
be imperative that applications involved with critical information incorporate data 
protection techniques in order to achieve a valid end-to-end data integrity coverage. 
 
Micro_Mirroring incorporates modern algebraic concepts to better protect, detect, 
correct and recover data corrupted by any of hundreds of failure modes within 
lengthy networks, high-speed digital circuits and high density storage devices. 
Micro_Mirroring is designed to complement but not replace other new solutions such 
as those that manage the storage consistency issues, data compression and de-dup, 
or standards for cloud based object data. I note your reference to Google’s Big Table 
design. So, there is no need to throw any good little babies out with the bathwater.  
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I would like to further convey what I propose is a necessary shift in the way critical 
data such as object based healthcare records are protected. Micro_Mirroring 
addresses these issues in the following priority. 
 
1. Immediate encoding is mandatory for a statistically reliable write or data capture 
and becomes the very foundation for data integrity.  
 
Encoding should occur the instant data is “sensed” or “computed” and before it is 
moved elsewhere within the system. The physical integrity of even the first circuit 
paths or storage media invoked must be assumed less than perfect. With critical 
systems that are very large and very fast even small error rates will statistically 
come into play. In the case for medical records this requirement must be addressed 
at all nodes including image or DNA sensors, record storage and even mobile devices 
entering or modifying digital record information. Presently when data is corrupted it 
is difficult to point a finger at what was responsible. The requirement for a 
reasonable level of data integrity quality will soon become akin to food quality or 
vehicle safety quality. Instances of poorly protected data could get litigated when 
determined to be responsible for losses. Micro_Mirroring is designed specifically to 
replace existing less effective yet more complex solutions.  
 
2. Unlike conventional data protection approaches Micro_Mirroring provides each 
data object an integrated data protection capability.  
 
In a nutshell Micro_Mirroring differs from conventional mirroring by making an 
algebraic copy of each data byte in place of an exact binary copy. The algebraic copy 
can physically accompany the binary data byte or be dispersed as with conventional 
binary mirrors. Thus Micro_Mirroring can operate either in-band or out of band. The 
Hamming distance of each two-byte codeword is maximized for error detection and 
correction purposes. This and other attributes make this small change a disruptive 
game changer for data reliability and resiliency. Most advantageously, this capability 
lends itself to the emerging format of objects vs. records and files. 
 
Simple guidelines permit software to apply this technology when and where 
necessary. Micro_Mirrored data can be encoded, decoded or verified at any location 
within a system and at any time. The advent of multiple cores and embedded cores 
may favor a software implementation for most applications. However since both the 
encoding and decoding processes are single step XOR functions they can be done 
very efficiently in the simplest of logic circuits to attain any desired bandwidth.  
 
3. Micro_Mirroring, like raid-1 and raid-10 is 50 per cent efficient but provides full 
resiliency to dual failures. When considered in groups of eight units it provides a high 
probability of recovery for three and even four simultaneous failures.  
 
Certainly single failure resiliency is normally required and dual or triple recoveries 
are often specified. Conventional mirroring via RAID-1 methods provides single 
failure resiliency and RAID-10 provides but a partial capability for dual failures.  
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4. Micro_Mirroring provides such a powerful data validation capability that it can be 
advertised as a “ data certification receipt ” for each object verified. It also provides 
an optional “byte-by-byte log of data integrity” when errors are determined. 
 
A really complete end-to-end data validation has long been desired. Over the past 
decade the SNIA & ANSI standards bodies have attempted to meet this requirement. 
While making an improvement it is but a partial ‘band-aid” solution with very limited 
error detection and no error correction capability thus leaving much to be desired.  
 
For data validation purposes Micro_Mirroring checks each 8-bit data byte against its 
very powerful 8-bit CRC / ECC byte. Each linear data byte can self-detect and self-
correct two random bits in error. For a bit error rate of 10-12 the probability for an 
undetected error for conventional mirroring is 8 x 10-24 and the same probability for 
Micro-Mirroring is 2.4 x 10-59. These calculations are for a single data byte. 
 
The combination of the linear byte validations along with a HASH signature result in 
a very robust and high-fidelity data certification method.  The summary of all errors 
and corrections provide for a fine-grained error isolation report.  
 
 
5. Micro_Mirroring amplifies the current Hash signature’s ability to protect against 
the most common trick used to disguise maliciously altered data.  
 
An attribute of Micro_Mirroring arises when both the original data object and the 
algebraic data object provide unique Hash signatures. Now any monkey-ing with the 
original data object in multiple places in order to hide an altered digit or so becomes 
much more difficult. And when data is dispersed four ways four additional HASH 
signatures become available. This makes it possible to consider a total of six HASH 
signatures when validating each data object.  
 
6. Micro_Mirroring improves upon the commonly used ARQ algorithm to make high-
speed system channels resilient to line failures and become more autonomic. 
 
Persistent single-bit line failures are a common fault within system channels. 
Conventional channels such as AMD’s HyperTransport interface utilize an age-old 
recovery algorithm called ARQ, Automatic Retry Request. If a data transport packet 
is received correctly an acknowledge, ACK, signal is returned to the transmitter logic 
and the next data packet is transmitted. If the data packet is determined to be in 
error a negative acknowledge, NACK, signal is returned and the original packet is 
retransmitted. A persistent error or failed bit path results in an endless retry loop or 
the necessity to down the path and if possible reroute the data.  
 
With Micro_Mirroring it is possible to send the algebraic copy of the data packet upon 
reception of the NACK signal allowing the receiver to recover the original data and 
also identify and log the exact bit path locations of the fault.  
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Summary of Micro_Mirroring’s advantages and attributes: 
 
• Micro_Mirroring specifies an immediate data encoding for replication and multi-

channel dispersal for a true end-to-end protection of data objects. 
 

• Micro_Mirroring provides each data object with it’s own unique integrated data 
protection mechanism with the ability to self-detect and correct two random bits 
per data byte. 

 
• Micro_Mirroring provides resiliency to multiple simultaneous catastrophic 

hardware or data failures and many other error modes. 
 
• Micro_Mirroring provides a very robust high-fidelity data validation, correction 

and certification capability plus an optional data integrity log with byte level 
granularity.  
 

• Micro_Mirroring obsoletes simple binary mirroring for data resiliency by making 
data many orders of magnitude less prone to random bit error corruption. 
 

• Micro_Mirroring makes data objects more secure by amplification of HASH 
signature checks. 

 
• Micro_Mirroring has the capability to make systems and channels more 

autonomic.  
 
• Micro_Mirroring is efficiently encoded and decoded via either software or 

hardware methods. 
 

• Micro_Mirroring is well suited for protecting ultra long DNA data objects. 
 
• Micro_Mirroring has the flexibility to address future systems’ error modes. 
 
• Micro_Mirroring should lower the total life cycle cost of servers and storage by 

eliminating or simplifying many point products and associated software 
maintenance.  

 
• Micro_Mirroring should greatly improve on error and failure isolation for ease of 

system maintenance. 
 
• Micro_Mirroring can protect and validate your digital healthcare records even 

when they are on a USB memory stick(s) in your pocket or purse or embedded 
on your person. 

 
• Micro_Mirroring provides both vendors and users of all types of critical records a 

unique new “industrial strength” comfort level in data safety and quality 
assurance. 
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A final consideration:  Micro_Mirroring replication is very similar to DNA replication 
 

• Both replicate with a non-identical pairing (unlike conentional binary 
mirroring) for reasons that are now obvious. It self-protects! 

 
• Both share the ability to split apart and replicate individually and 

simultaneously for performance and efficiency! 
 

• Both can be any length as per the definition of data objects. There is no 
artificial record size! 

 
• Both share the ability to perform error detection and correction (unlike 

conventional binary mirroring). 
 

• Both allow segments of data to be inserted, deleted or modified as long as the 
opposite “strand” is likewise changed.  
 

• Micro_Mirroring has a 256-character alphabet based on 8-bit data bytes  
meeting today’s computing requirements. 

 
 
DNA has a 4 character alphabet; meeting biological and chemical requirements 
(Credit Madeleine Price Ball for the DNA diagram). 
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Micro_Mirroring uses a 256-character alphabet. Note the software look-up table. 
 
This table of codewords are based on row values generated using the example ECC 
polynomial g1(x) =  1 + x3 + x4 + x5 + x8 . The table can be expanded to provide look-up 
data for single and dual failure recoveries. 
 
The codeword  [DATAi] [ECCi] = d0d1d2d3d4d5d6d7  e0e1e2e3e4e5e6e7 

 
The codeword in binary array form: 
 
[DATAi] d0d1d2d3 s {hexadecimal row dispersal} 
   d4d5d6d7 t 
[ECCi] e0e1e2e3 u 
          e4e5e6e7 v 

--------- 
    w x y z   {hexadecimal column dispersal} 
 

Micro_Mirroring TM table of codewords for row dispersion 
 
Da 
ta 

cw 
stuv 

Da 
ta 

cw 
stuv 

Da 
ta 

cw 
stuv 

Da 
ta 

cw 
stuv 

Da 
ta 

cw 
stuv 

Da 
ta 

cw 
stuv 

Da 
ta 

cw 
stuv 

Da 
ta 

cw 
stuv 

00 0000 01 1093 02 2027 03 30B4 04 404E 05 50DD 06 6069 07 70FA 
08 801F 09 908C 0A A038 0B B0AB 0C C051 0D D0C2 0E E076 0F F0E5 
10 01BD 11 112E 12 219A 13 3109 14 41F3 15 5160 16 61D4 17 7147 
18 81A2 19 9131 1A A185 1B B116 1C C1EC 1D D17F 1E E1CB 1F F158 
20 02F8 21 126B 22 22DF 23 324C 24 42B6 25 5225 26 6291 27 7202 
28 82E7 29 9274 2A A2C0 2B B253 2C C2A9 2D D23A 2E E28E 2F F21D 
30 0345 31 13D6 32 2362 33 33F1 34 430B 35 5398 36 632C 37 73BF 
38 835A 39 93C9 3A A37D 3B B3EE 3C C314 3D D387 3E E333 3F F3A0 
40 0472 41 14E1 42 2455 43 34C6 44 443C 45 54AF 46 641B 47 7488 
48 846D 49 94FE 4A A44A 4B B4D9 4C C423 4D D4B0 4E E404 4F F497 
50 05CF 51 155C 52 25E8 53 357B 54 4581 55 5512 56 65A6 57 7535 
58 85D0 59 9543 5A A5F7 5B B564 5C C59E 5D D50D 5E E5B9 5F F52A 
60 068A 61 1619 62 26AD 63 363E 64 46C4 65 5657 66 66E3 67 7670 
68 8695 69 9606 6A A6B2 6B B621 6C C6DB 6D D648 6E E6FC 6F F66F 
70 0737 71 17A4 72 2710 73 3783 74 4779 75 57EA 76 675E 77 77CD 
78 8728 79 97BB 7A A70F 7B B79C 7C C766 7D D7F5 7E E741 7F F7D2 
80 08E4 81 1877 82 28C3 83 3850 84 48AA 85 5839 86 688D 87 781E 
88 88FB 89 9868 8A A8DC 8B B84F 8C C8B5 8D D826 8E E892 8F F801 
90 0959 91 19CA 92 297E 93 39ED 94 4917 95 5984 96 6930 97 79A3 
98 8946 99 99D5 9A A961 9B B9F2 9C C908 9D D99B 9E E92F 9F F9BC 
A0 0A1C A1 1A8F A2 2A3B A3 3AA8 A4 4A52 A5 5AC1 A6 6A75 A7 7AE6 
A8 8A03 A9 9A90 AA AA24 AB BAB7 AC CA4D AD DADE AE EA6A AF FAF9 
B0 0BA1 B1 1B32 B2 2B86 B3 3B15 B4 4BEF B5 5B7C B6 6BC8 B7 7B5B 
B8 8BBE B9 9B2D BA AB99 BB BB0A BC CBF0 BD DB63 BE EBD7 BF FB44 
C0 0C96 C1 1C05 C2 2CB1 C3 3C22 C4 4CD8 C5 5C4B C6 6CFF C7 7C6C 
C8 8C89 C9 9C1A CA ACAE CB BC3D CC CCC7 CD DC54 CE ECE0 CF FC73 
D0 0D2B D1 1DB8 D2 2D0C D3 3D9F D4 4D65 D5 5DF6 D6 6D42 D7 7DD1 
D8 8D34 D9 9DA7 DA AD13 DB BD80 DC CD7A DD DDE9 DE ED5D DF FDCE 
E0 0E6E E1 1EFD E2 2E49 E3 3EDA E4 4E20 E5 5EB3 E6 6E07 E7 7E94 
E8 8E71 E9 9EE2 EA AE56 EB BEC5 EC CE3F ED DEAC EE EE18 EF FE8B 
F0 0FD3 F1 1F40 F2 2FF4 F3 3F67 F4 4F9D F5 5F0E F6 6FBA F7 7F29 
F8 8FCC F9 9F5F FA AFEB FB BF78 FC CF82 FD DF11 FE EFA5 FF FF36 
 

Similar tables exist for the column dispersion method and for other generator polynomials. 



A proposal to the President’s Council of Advisors on Science and 
Technology	
  

January 11, 2011	
  
	
  

8	
  

 
Hardware encoding and decoding equations for Exclusive-OR via example 
polynomial g1(x) =  1 + x3 + x4 + x5 + x8 . They can be parallelized for speed.  
 
Encoding with Data byte available Decoding with ECC byte available 
 
 e0 = d0 + d3 + d4 + d5 + d6  d0 = e2 + e3 + e4 + e5  
 e1 = d1 + d4 + d5 + d6 + d7  d1 = e0 + e3 + e4 + e5 + e6   
 e2 = d2 + d5 + d6 + d7       d2 = e1 + e4 + e5 + e6 + e7 
 e3 = d0 + d4 + d5 + d7     d3 = e3 + e4 + e6 + e7    
 e4 = d0 + d1 + d3 + d4   d4 = e0 + e2 + e3 + e7    
 e5 = d0 + d1 + d2 + d3 + d6  d5 = e0 + e1 + e2 + e5  
 e6 = d1 + d2 + d3 + d4 + d7   d6 = e0 + e1 + e2 + e3 + e6 
 e7 = d2 + d3 + d4 + d5       d7 = e1 + e2 + e3 + e4 + e7  
 
Decoding with devices s u available  Decoding with devices s v available  
 
d0 = d0      d0 = d0  
d1 = d1     d1 = d1  
d2 = d2     d2 = d2 
d3 = d3      d3 = d3 
d4 = d1 + d2 + e1 + e2    d4 = d0 + d1 + d3 + e4   
d5 = d2 + d3 + e0 + e2 + e3   d5 = d0 + d1 + d2 + e4 + e7  
d6 = d0 + d1 + e1 + e3   d6 = d0 + d1 + d2 + d3 + e5  
d7 = d0 + d1 + d3 + e0 + e1     d7 = d0 + d2 + e4 + e6   
 
Decoding with devices t u available  Decoding with devices t v available        
 
d0 = d4 + d5 + d7 + e3    d0 = d4 + d6 + d7 + e5 + e6  
d1 = d4 + d5 + d6 + d7 + e1   d1 = d5 + d7 + e6 + e7  
d2 = d5 + d6 + d7 + e2    d2 = d4 + d6 + e4 + e5 
d3 = d6 + d7 + e0 + e3    d3 = d5 + d6 + e4 + e5 + e7 
d4 = d4                   d4 = d4 
d5 = d5     d5 = d5 
d6 = d6     d6 = d6 
d7 = d7     d7 = d7  
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Please contact Micro_Mirroring Technology regarding a more detailed 
presentation or if interested in licensing or purchasing the IP. We are also 
looking at a potential development project. 
 
Micro_Mirroring Technology appreciates your assistance too. Thanks, 
 
Robert J. Halford 
Micro_Mirroring Technology  
18703 67th Ave. Chippewa Falls, WI 54729 
 
robertjhalford@gmail.com 
robert.halford@miner.mst.edu  
 
715.723.7782  
715.944.9181 cell 
 
 
 





 

 Representing the Plant Science Industry  
1156 15th St. N.W.  Washington, D.C. 20005  202.296.1585  202.463.0474 fax  www.croplifeamerica.org 

 

 
January 7, 2011 

 
Submitted to Federal e-rulemaking Portal 
 
Distinguished Co-Chairs of President’s Council of Advisors on Science and 
Technology: 
Dr. John P. Holdren  
Assistant to the President for Science and Technology, and 
Director, Office of Science and Technology Policy 
 
Dr. Eric S. Lander 
President and Director, Broad Institute of MIT and Harvard 
 
Office of Science and Technology Policy 
Executive Office of the President 
725 17th Street Room 5228 
Washington, DC 20502 
 
Re:  Office of Science and Technology Policy, President’s Council of Advisors on 
Science and Technology; Notice of Meeting: Partially Closed Meeting of the 
President’s Council of Advisors on Science and Technology [Docket No. 2010–
31229] 75 FR 77679.  December 13, 2010. 
 
Dear Drs. Holdren and Lander: 
 
CropLife America (CLA) is pleased to provide comments to the Office of Science and 
Technology Policy’s President’s Council of Advisors on Science and Technology on the 
occasion of the meeting held on January 7, 2011 in which the Council is addressing 
agriculture research and development.  We laud PCAST’s objective to make policy 
recommendations in the many areas where understanding of science, technology, and 
innovation is key to strengthening our economy and forming policy that works for the 
American people.    
 
CLA is the non-profit trade organization representing the nation’s developers, 
manufacturers, formulators and distributors of plant science solutions for agriculture and 
pest management in the U.S.  Our member companies produce, sell and distribute 
virtually all the crop protection technology products used by American farmers.  CLA 
comments on issues that can have broad science and regulatory implications that may 
impact growers and our members.  CLA and its predecessor organizations recently 
celebrated a 75th anniversary. 
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The current status of food and agricultural research structure, organization and 
priority setting has advanced this past year, but in spite of the compelling nexus of 
benefits, needs and priorities, funding remains nearly static.    
 

• The benefits from agricultural research continue to be a foundation for societal 
well being and growth.   

o For example, the benefits from crop protection are vast.  Large scale 
commercial production of fruits and vegetables has been achieved only 
with judicious use of insecticides and fungicides.  Without the use of these 
products, more than 50% of crops were lost.  Today, with the standards of 
the American consumer, it is likely that without the use of these products, 
more than 50% of fruit and vegetable products would be unacceptable.  
Over the past 50 to 60 years, herbicide use has significantly increased crop 
yields, substituting for millions of additional acres that would otherwise be 
required, and allowed for reduced tillage, reducing soil erosion by billions 
of pounds, which is a cornerstone of sustainable agriculture.  Similar 
science success stories abound in the agriculture sector.  

 
• The grand challenges remain the same:  global food security and safety, human 

health, hunger, and sustainability.   
• Food and agricultural research continues to pay off with nearly a 50 percent 

average social rate of return to public investment (U.S. Department of Agriculture 
(USDA) Economic Research Service (ERS) September 2007 Economic Brief 
titled, "Economic Returns of Public Agricultural Research").   

• In spite of the compelling nexus of benefits, needs and priorities, funding for food 
and agricultural research remains nearly static.  Recent vigorous efforts to 
increase research funding by the Administration, the USDA and most 
organizations involved in agriculture and food production were thwarted and ag 
research remains dramatically under funded, reflecting the socio-economic and 
political landscape.   

 
CLA believes that federal funding for food and agricultural research, extension and 
education represents a top national priority and a necessary long-term national 
commitment.  As a member of the National Coalition for Food and Agricultural 
Research (N CFAR) CLA believes that strong, consistent public funding for food and 
agricultural research conducted through programs of the USDA is critical to the 
continued discovery of new modern agriculture solutions.  The investment is critical to 
training students who will be the future experts in food and agricultural sciences in both 
the public and private sectors.  We support USDA’s leadership in research, extension 
and economics mission area, but the funding limitation severely impacts their ability 
to adequately address the grand challenges.   
 
The crop protection industry conducts significant research based on a rigorous science-
based regulatory process.  Indeed, it has been summarized that the cost of research and 
development for one pesticide to reach commercialization is now ten years and $256 
million (CLA and European Crop Protection Association, 2010. The Cost of New 
Agrochemical Product Discovery, Development and Registration in 1995, 2000 and 
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2005-2008.  R&D Expenditure in 2007 and expectations for 2010. Final Report, January 
2010).  We support the need for public funding for research, as a necessary 
complement to private sector research.  We endorse coordination of research in 
public-private partnerships which will assure that research is prioritized and 
relevant to American farmers and the environment.   
   
There is no doubt that food and agricultural research will continue to pay off.  We 
cannot take modern agriculture or the research that supports it for granted.  
Scientific research forms the cornerstone of modern agriculture including safe crop 
protection products that have been registered through a rigorous, science-based 
regulatory process.  We must invest in crop protection research, innovative farming 
methods and new technologies to meet the unique challenges faced by agriculture and 
consumers worldwide who rely on it.  In the future, new pesticides of reduced risk will be 
registered and used in enhanced integrated pest management approaches for all crops.  
Seed and fertilizer will be improved.  Application technologies will continue to improve 
growers’ abilities to integrate of all of the crop inputs, using global positioning systems 
and geospatial information systems, while producing safe and healthy food and reducing 
the environmental footprint.    
 
The benefits, pay offs and challenges are too great to ignore.  Notwithstanding the 
current economic and political landscape, CLA urges PCAST to recommend 
increasing public investment in U.S. food and agricultural research to ensure both 
U.S. and international food security.  Provide the Administration with creative 
solutions and pathways to build that public investment.  The crop protection 
industry is committed to helping you as we help farmers produce an affordable and 
sustainable supply of food to help feed a hungry world - the benefits and new 
opportunities offered by modern agriculture.    
 
We appreciate the opportunity to comment.  If there are questions, please do not hesitate 
to contact me (202- 833- 4474; bglenn@croplifeamerica.org). 
 
Sincerely, 

 
 
Barbara P. Glenn, Ph.D. 
Vice President 
Science and Regulatory Affairs 
 
 
 
 













Statement in Support of the USDA-NIFA Specialty Crop Research Initiative (SCRI) Grant Program 
 

Over 79% of the world’s fresh water is used for agriculture.  The US faces major challenges with surface water 
supply (e.g. California), groundwater depletion in the Ogallala Aquifer, supplying water to our breadbasket 
states (Kansas, Oklahoma, Nebraska), and droughts.   Climate change will amplify these issues in the future. 
 

With the correct information, horticultural producers can reduce both their water use and runoff without 
compromising plant quality.  The SCRI–MINDS project (Managing Irrigation and Nutrients with Distributed 
Sensing) is a 5-year project funded by USDA-NIFA and brings together scientists, engineers and economists 
from five universities (Maryland, Carnegie Mellon, Georgia, Colorado State and Cornell) and two companies 
(Decagon Devices and Antir Software), to develop and deploy smart sensor networks for specialty crop 
growers, and provide producers with real-time information to make better irrigation decisions every day.  
 

One of the notable features of this research program is that it requires a dollar-for-dollar match from non- 
federal sources. Nearly $1M of the $5.2M in non-federal matching dollars is coming from the nine 
commercial nursery and greenhouse growers involved in the project; another $1M is coming from the two 
commercial companies – contributions in time, equipment, expertise and advice, which will help us deliver a 
product that will keep horticultural producers amongst the most productive and efficient in the world. 
 

Three important points about the focus of this grant:   
 

1. The greenhouse and nursery industry consists largely of small family-owned companies across the United 
States, which are unable to support this type of research by themselves, so federal funding is critical.  

2. Nursery and greenhouse agricultural systems are very complicated production environments; these 
industries are a microcosm for specialty crops in general, which provide over half of US farm-gate income. 

3. Findings from this work most likely extend into areas outside of traditional nurseries and greenhouses.  
We are also replicating this work in non-traditional horticultural applications, such as green roof models, 
to test the breadth of applications.     
 

After just one year, this project is already delivering these important impacts: 
 

- Water management in horticultural crops is very intensive and greatly affects crop quality; accurate 
information can help growers better manage expensive inputs and reduce labor costs.  
 

- By reducing irrigation water applications to crops, growers not only increase the efficiency of water use, 
but reduce fertilizer leaching, improve plant quality, and reduce disease pressure on crops.  Our scientific 
teams have made some early progress in documenting this information for producers.   

 

- Existing sensor technology has been deployed in the commercial operations and we have already reduced 
water applications by up to 50%, by using information from simple soil-moisture sensor networks. 
 

- Carnegie Mellon and Decagon Devices are developing next-generation sensor network hardware that are 
capable of making independent irrigation decisions in the field, based on information from a whole suite of 
environmental sensors (like temperature, relative humidity and daily sunlight accumulation) 

 

- Understanding the implications made of decisions made from sensor data is a key deliverable of this 
project, driven by the knowledge gained from our scientific teams. The challenge is to translate this 
knowledge from the sensor networks to growers using an intuitive graphical software program. 

 

- We are also developing advanced software that will integrate the information from these sensor networks 
with plant growth models.  This will provide growers with predictive water use information about their 
crops, increasing their management expertise and production efficiency. 

 

- Our economic teams are documenting not only the on-farm economic benefits of this technology with our 
growers, but also documenting the larger social and economic benefits for society. 

 

- Society benefits from this research because it will reduce the environmental impact of greenhouse and 
nurseries by reducing the amount of water use that is used, and by decreasing leaching and runoff of 
fertilizers, pesticides and fungicides from production sites. 

 

- The project incorporates multidisciplinary research by over ten science and engineering graduate students 
and research associates; faculty continuously integrate information into undergraduate and graduate 
courses.   An online knowledge center will also provide up-to-date resources and information for growers 
and the general public with in-depth learning modules. 

 
-  

For more details about the project, please visit http://www.smart-farms.net or contact the principle 
investigator, Dr. John Lea-Cox at jlc@umd.edu  

http://www.smart-farms.net/
mailto:jlc@umd.edu








FROM:  MYRNA E. MILLER 
 

Commentary on Report:  
 

REPORT TO THE PRESIDENT REALIZING THE FULL POTENTIAL OF HEALTH INFORMATION 
TECHNOLOGY TO IMPROVE HEALTHCARE FOR AMERICANS:  THE PATH FORWARD 
http://www.whitehouse.gov/sites/default/files/microsites/ostp/pcast-health-it-report.pdf 

I’d like the members of PCAST to consider the following pros and cons of their report. 

1.  The methodology in a TOP-DOWN mega-data approach that is put forward in the report is to 

standardize first.  This sounds good , but in practice will then require –  

a. Extensive research  

b. Compilation of exhaustive technology solutions  

c. Decision on best-of- breed,  

d. Communicate that decision - allowing time for discussion, 

e. Study of alternatives and counter proposals,  

f. In an iterative fashion - amend and redistribute - until finally a majority or compromised 

order can be established on Health Information Technology for all peoples in these 

United States. 

2. Health Information Technology (HI) T is different.  The subject under scrutiny is:  Life or 
Death Choices– a subject that cannot be taken lightly, nor assumed to be the purview of any 

one body or dictate.  In many instances, the PCAST report compares HIT with other industries 
which assimilate technology without any mentionable disaster.  
 

3. Note:   Health information may not be extrapolated to fill in gaps as in bank statements missing 

over a period, or missing empirical economics readings over a period. 

 

4. In the unusual scenario of life or death choices – consensus will be extremely difficult to solidify 

in an academic or ethereal realm – since, the mega-data, XML,  proposition is still in its 

theoretical acceptance phase – while solutions have long already been built and deployed.    

Today’s leading edge technologists are already 10 – 15 years along this path. 

 

5.  The mega-data proposition is far too lofty a proposition, requiring vast academic 

consensus on whose approach is the best and brightest of the lot, and would 

stifle current competition, since all except the winner would need to discard current designs and 

restart.  It would also lead to tremendous bottlenecking as people debate the pros and cons, the 

destination of the data and the different rights to access.     

6.  It might be the case that, when given the opportunity – less than one percent of American will 

make that choice to have their data submitted for trans-provider use in an EHR.  Many have 

indicated to me that not only is there a real fear of losing, or “wiki-

http://www.whitehouse.gov/sites/default/files/microsites/ostp/pcast-health-it-report.pdf


leaking” confidential medical data to a potential college, nominating 

party, appointing board of directors, or soon to be spouse or adoptive 

parents – there is also the fear that accumulation of the data may lead to 

statistical predictions of diseases and “a health information” FICO score – 

with no input, knowledge or understanding from the subject.   I daresay – 

let us not (hastily) forget the human categorizations that preceded the 

Holocaust…. 
 

7. Each practitioner will wish to translate his/her own individual methods into the practice, if 

he/she is to be held responsible for any and all decisions.    They will likely be keeping paper and 

electronic for some time until they can develop trust.  After all – a missing set of notes form Mr. 

Jones last heart attack 5 years ago could bring about an end of life, end of career and livelihood.    

8. Finally, much is made throughout report of “patient directed” security, options, decisions, 

ability to participate.   Yes – this does sound liberating at first glance.  Do please remember – 

that unlike the customer at a bank, or merchandising kiosk at the nearby mall where such terms 

are enticing and heralds much freedom and choice – there is implicit in the naming of a person 

as ‘patient’ that  at some points – if not all – such persons must be assumed to have depreciated 

faculties, not of sound mind and body,  and may not therefore  be the best  of class to make 

decisions on data information security, participation rules  and preferences in those critical 

moments before open heart surgery!!! 





costanzo_m

costanzo_m



costanzo_m

costanzo_m





























1 

 

December 16, 2010 

 

Dr.  Amy Gutmann 

Chair, Presidential Commission for the Study of Bioethical Issues 

1425 New York Avenue, NW, Suite C-100 

Washington, DC 20005 

 

Cc:  Dr. Steven Chu, Secretary, Department of Energy 

 Kathleen Sebelius, Secretary, Department of Health and Human Services 

 Dr. Francis Collins, Director, National Institutes of Health 

Janet Napolitano, Secretary, Department of Homeland Security 

Tom Vilsack, Secretary, Department of Agriculture 

Lisa Jackson, Administrator, Environmental Protection Agency 

Dr. Margaret Hamburg, Commissioner, Food & Drug Administration 

Dr.  Thomas R. Frieden, Director, Centers for Disease Control and Prevention 

Robert Mueller, Director, Federal Bureau of Investigation 

Dr. John Holdren, Director, White House Office of Science and Technology Policy 

Nancy Sutley, Chair, Council on Environmental Quality 

 

 

Dear Dr. Gutmann, 

 

Thank you for this opportunity to comment on the Commission’s recommendations on synthetic 

biology. We applaud the transparency and openness of the Commission’s deliberations. Unfortunately 

this process has not resulted in recommendations that recognize the serious threats synthetic biology 

pose to the environment, workers’ health, public health, and social justice. 

 

The undersigned 58 organizations from 22 countries do not support the Commission’s 

recommendations on synthetic biology. They are an inadequate response to the risks posed by synthetic 

biology because they: 1) ignore the precautionary principle, 2) lack adequate concern for the 

environmental risks of synthetic biology, 3) rely on the use of “suicide genes” and other technologies 

that provide no guarantee of environmental safety, and 4) rely on “self regulation,” which means no 

real regulation or oversight of synthetic biology. 

 

A precautionary regulatory framework is necessary to prevent the worst potential harms.  This requires 

a moratorium on the release and commercial use of synthetic organisms until a thorough study of all 

the environmental and socio-economic impacts of this emerging technology has taken place. This 

moratorium should remain in place until extensive public participation and democratic deliberation have 

occurred on the use and oversight of this technology. This deliberative process must actively involve 

voices from other countries - particularly those in the global South – since synthetic biology will have 

global impacts and implications. 

 

The Precautionary Principle Should Guide Synthetic Biology Regulations 

The Commission’s recommendations fail to implement the precautionary principle, and instead 

referenced the so-called “prudent vigilance” concept. The precautionary principle is recognized by 



2 

 

international treaties including the United Nations Convention on Biological Diversity, the Cartagena 

Biosafety Protocol, the new Nagoya/Kuala Lumpur SubProtocol on Liability and Redress for Damages 

Due to the Transboundary Movement of Transgenics, and the UN Framework Convention on Climate 

Change.  Although "prudent vigilance" is used as a guiding principle by the Commission in its 

recommendations, it is a completely new concept, apparently invented by the Commission without legal 

or policy precedent. When dealing with novel synthetic organisms that pose serious risks to the 

environment and public health, we cannot rely on a new concept with no agreed upon definition, 

framework, or precedent. 

 

The precautionary principle often is mischaracterized as anti-science, anti-technology, or anti-progress. 

This is far from the truth. The precautionary principle, as outlined by the Wingspread Consensus 

Statement on the Precautionary Principle, states: “When an activity raises threats of harm to human 

health or the environment, precautionary measures should be taken even if some cause and effect 

relationships are not fully established scientifically. In this context the proponent of an activity, rather 

than the public, should bear the burden of proof. The process of applying the Precautionary Principle 

must be open, informed and democratic and must include potentially affected parties. It must also 

involve an examination of the full range of alternatives, including no action.”i 

 

Precaution does not derail progress; rather, it affords us the time we need to ensure we progress in 

socially, economically, and environmentally just ways.  In the face of uncertainty and the potential for 

serious harm, synthetic biology will often require risk analysis.  We do not yet know what the full 

environmental or socio-economic risks of synthetic biology are, nor has our regulatory system evolved 

to keep up with the science.  That is why we need a precautionary approach. 

 

Precedent exists within the executive branch to support the use of precaution. The President’s Cancer 

Panel released a report in April 2010 on reducing environmental cancer risks, recommending that: 

 

"A precautionary, prevention-oriented approach should replace current reactionary approaches 

to environmental contaminants in which human harm must be proven before action is taken to 

reduce or eliminate exposure. Though not applicable in every instance, this approach should be 

the cornerstone of a new national cancer prevention strategy that emphasizes primary 

prevention, redirects accordingly both research and policy agendas, and sets tangible goals for 

reducing or eliminating toxic environmental exposures implicated in cancer causation... "
ii 

 

This should be a guiding precept for the Presidential Commission for the Study of Bioethical Issues.  

 

In October 2010 at the United Nations Convention on Biological Diversity (CBD), 193 nations 

unanimously agreed to apply the precautionary principle to the introduction and use of synthetic 

organisms.  The CBD also recognized this technology to be a potential environmental threat in need of 

further review -- particularly as it is applied to biofuels production.iii This was the first time the United 

Nations addressed the issue of synthetic biology; ignoring this important decision would be negligent. 

 

Lack of Environmental Risk Assessment 

The Commission’s lack of attention to ecological harms posed by synthetic biology is irresponsible and 

dangerous. The only ecologist to speak to the Commission, Dr. Allison Snow, raised serious concerns 

about the environmental risks of synthetic biology -- but none of these concerns are reflected in the 

recommendations.  
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In her testimony, Dr. Snow presented four cautionary precepts to keep in mind about the ecological risks 

of synthetic biology and novel genetically engineered organisms (GEO): 

 

1) “We need to be very careful whenever novel, self-replicating organisms are let loose in the 

environment (intentionally or by accident).  Many will do no harm out in the environment, but 

important exceptions could occur, especially if the GEO can multiply and become more 

abundant.   

2) Novel GEOs that seem innocuous or weak might evolve to become more successful when they 

start reproducing.  Even if they are highly domesticated, mutations or unexpected properties 

might allow them to multiply in some environments.  

3) Once these organisms are released into the environment, novel GEOs cannot be taken back.   

4) Predicting which new organisms might cause irreversible harm can be extremely challenging. . . 

we have little or no experience with cultivating microalgae and bacteria outdoors, let alone new 

life forms that are entirely synthetic.”
 iv

 

 

These points are mostly ignored in the guidelines.  

 

The potential environmental impacts of the commercial use of organisms with synthetic DNA must also 

be examined. Many commercial applications of synthetic biology will undoubtedly lead to the 

environmental release of synthetic organisms - since it is impossible to prevent organisms from escaping 

from unsecured operations conducting activities described by some synthetic biology proponents as 

“akin to brewing beer.”v More study also is needed on the risks of introducing synthetic organisms into 

the human body for biomedical and health-related applications, as well as on the risks posed by uses of 

synthetic organisms in agriculture. Since this technology is already being used to replicate pathogens, 

serious study of biosecurity risks is also necessary. 

 

Even more troubling is the impact that synthetic biology could have on ecosystems and communities in 

the global South. A new “bioeconomy,” in which any type of biomass can be used as feedstock for 

tailored synthetic microbes, is being enabled by synthetic biology. Biomass to feed synthetic microbes 

will be grown mostly in the global South, disrupting fragile ecosystems and exacerbating environmental 

damage from industrial crop production. Further pressure will be placed on land and water, which 

already are in short supply for food production, to produce fuels and chemicals that will be consumed 

mainly by wealthier nations. The Commission ignores these socio-economic and environmental harms 

despite the fact that already countries such as Brazil have felt their effects. 

 

Unfounded Reliance on “Suicide Genes” 

Despite the fact that “suicide genes” were explicitly described as having uncertain efficacy in Dr. Snow’s 

testimony, the Commission relies solely on these and other types of self-destruction modalities as the 

main form of mitigating potential environmental harm.  In fact, one of the main studies cited by the 

Commission in support of using methods to create “suicide genes” is still in an early development stage 

and has not been field tested. 

 

Scientists who have studied “terminator technologies” in seeds have concluded that the process is never 

completely effective.  They found that frequently occurring mutations allow organisms to overcome the 

intended sterilization thereby allowing those organisms to remain viable. Specifically, “suicide genes” 

and other genetic use restriction technologies (GURTs) represent an evolutionary disadvantage; 

selective pressures will lead organisms to overcome intended biological constraints.vi Biological 
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containment of synthetic organisms – which reproduce quickly, escape confinement, and cannot be 

recalled – is impossible.  

 

Importantly, the UN Convention on Biological Diversity has mandated an international moratorium on 

the use of “terminator technologies” such as “suicide genes,” and other GURTS that has been in place 

for the past decade. Reliance on an unproven technology that has been deemed unacceptable by 193 

nations as the main method to “contain” synthetic organisms is irresponsible.  

 

Reliance on a technology that will not guarantee biosafety or biosecurity and that has been prohibited 

by the international community is not a solution. Synthetic biology requires the strictest levels of 

physical, biological, and geographic containment as well as independent environmental risk assessment 

for each proposed activity or product.  

 

Self-Regulation Amounts to No Regulation and Undercuts the Rights of Workers and the Public 

Self-regulation cannot be a substitute for real and accountable regulatory oversight. Some synthetic 

biologists already have made several unsuccessful attempts at self-regulation. The second annual 

synthetic biology conference in May 2006, SynBio 2.0, was portrayed by proponents as “Asilomar 2.0,” 

in reference to the 1975 meeting that proposed voluntary guidelines on recombinant DNA.  At the 2006 

meeting, synthetic biologists attempted to write a set of self-regulations intended to protect the 

environment and promote the field. This conference failed to produce serious results.  Synthetic 

biologists were too concerned about promoting research and development to agree on even weak 

attempts at self-regulation.   

 

The lack of open dialogue with concerned parties also contributed to the failure of the industry’s 

attempt at self-governance. Civil society and the public, blocked from participating in these discussions 

of self-governance, issued an open letter to the conference participants. Signed by 38 organizations 

working in 60 countries, this letter called on synthetic biologists to abandon their proposals for self-

governance and to engage in an inclusive process of global debate on the implications of their work.vii 

 

The current state of “self-governance” permits students to create synthetic organisms on campuses; and 

stretches of synthetic DNA may be purchased online, allowing laypeople to create organisms in their 

garages where, with no oversight, life forms not previously found in nature may be dumped down drains 

and flow, freely, into the environment.  

 

The J. Craig Venter Institute and the Massachusetts Institute of Technology also attempted to draft self-

regulations the following year in their report, Synthetic Genomics: Options for Governance. This report 

was limited in scope to biosecurity and biosafety in laboratory settings, focused solely on the U.S., and, 

importantly, completely avoided the topic of environmental safety. These experiences reinforce the 

need for real oversight to ensure that the real threats synthetic biology poses are never actualized.  

 

The support of the Presidential Commission for the Study of Bioethical Issues for self-regulation 

undercuts the fledgling efforts of the Occupational Safety and Health Administration (OSHA) to put new 

safety requirements in place to protect workers using biologically engineered materials, nanomaterials, 

and novel organisms.  The Commission’s support for self-regulation undercuts the ability of workers to 

speak out and protect themselves. Becky McClain, a former Pfizer scientist, recently won the first 

lawsuit regarding a worker’s right to discuss publicly the health and safety issues of the genetic 

engineering laboratory.viii  The Commission’s failure to support lab scientists’ basic right to know which 

synthetic organisms they may have been exposed to means those workers could become ill without 
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being able to inform their doctors of the potential causes of their illness. There is nothing “ethical” 

about this kind of self-regulation. 

 

Conclusion 

The Commission’s recommendations fall short of what is necessary to protect the environment, 

workers’ health, public health, and the public’s right to know.   

 

We repeat our call for a moratorium on the release and commercial use of synthetic organisms until we 

have a better understanding of the implications and hazards of this field and until we have properly 

updated and effectively implemented public regulation of synthetic biology.  

 

The time for precaution and the regulation of synthetic biology is now. 

 

Sincerely, 

African Biodiversity Network (Kenya) 

African Centre for Biosafety (South Africa) 

Alliance for Humane Biotechnology 

Amberwaves 

Asociación para la Promoción y el Desarrollo de la Comunidad CEIBA / Friends of the Earth Guatemala 

Associação para do Desenvolvimento da Agroecologia (Brazil) 

Biofuelswatch 

Center for Environmental Health 

Center for Food Safety 

Center for Genetics and Society 

Centro Ecológico (Brazil) 

COECOCEIBA-Friends of the Earth Costa Rica (Costa Rica) 

Columban Center for Advocacy and Outreach 

Columban (Missionaries) Justice, Peace, and Integrity of Creation Office (Australia) 

Development Fund (Norway) 

Ecumenical Ecojustice Network 

Edmonds Institute 

Environmental Rights Action/Friends of the Earth Nigeria 

ETC Group (Canada) 

Food & Water Watch 

Friends of the Earth Australia 

Friends of the Earth England Wales and Northern Ireland 

Friends of the Earth Canada 

Friends of the Earth Cyprus 

Friends of the Earth Spain 

Friends of the Earth Uganda  

Friends of the Earth U.S. 

GE Free New Zealand 

Gene Ethics, Australia 

GeneWatch UK 

GLOBAL 2000/Friends of the Earth Austria 

Groundwork/ Friends of the Earth South Africa 
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Human Genetics Alert (UK) 

Institute for Agriculture and Trade Policy 

Institute for Social Ecology 

Institute for Sustainable Development (Ethiopia) 

International Center for Technology Assessment 

Loka Institute 

Lok Sanjh Foundation (Pakistan) 

MADGE Australia Inc. 

Maudesco/ Friends of the Earth Mauritius 

Movimiento Madre Tierra (Honduras) 

National Association of Professional Environmentalists (Friends of the Earth Uganda) 

National Toxics Network (Australia) 

Natural Capital Institute 

Natural Justice (South Africa) 

Oregon Physicians for Social Responsibility 

Our Bodies, Ourselves 

PENGON (Friends of the Earth Palestine) 

Pureharvest (Australia) 

RAFI-USA 

Research Foundation for Science, Technology and Ecology and Vandana Shiva (India) 

Safe Alternatives for our Forest Environment (SAFE) 

Say No To GMOs!    

Sempreviva Organização Feminista (Brazil) 

South Australia Genetic Food Information Network (SAGFIN) 

TestBiotech (Germany) 

Washington Biotechnology Action Council 
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