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1. Take care of our people
2. Rebalancing the military

3. Reforming what and how
we buy

4. Supporting our troops In
the field

Secretary of Defense, HASC Budget Rollout Brief, February 2010

All Suggest New Vectors for Support
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Director, Defense Research and
Engineering Imperatives

1. Accelerate delivery of Fast Track Studies
technical capabilities to
win the current fight. -Electronic Warfare
. -Computer Science
2. Pl‘epal’e for an Uncerta|n e -Cyber Operations
future.

-Energy & Water
-Rapid Capability Tool Kit

3. Reduce the cost, _ _-
acquisition time and risk Task Forces

of our major defense - -
acquisition programs. 8 - E
4. -l gy F.,." -. - b

Survivability g g {8 Cygs Protection
Develop world class
science, technology,
engineering, and
mathematics capabilities
for the DoD and the
Nation.

Tag, Track,
# Locate

B4 C-IEDSIG
Support

sensors mounted to fus exterior

Helicopter Alert & Threat Termingtion-Acoustic
(HALTT-A)
ICAF
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DDR&E Imperatives

1. Accelerate delivery of technical capabilities to win the
current fight.
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Bringing Capabilities to the Fight

Helicopter Alert and Threat Termination-Acoustic (HALTT-A)

Stiletto
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DDR&E Imperatives

2. Prepare for an uncertain future.

ICAF
21 September 2010 Page-6



Defense Science Board

QUADRENNIAL

2008 Summer StUdy ! DEFENSE REVIESW:
s -y - [ REPOR]
Capability : —
& Surprise
215t Century :
= Strategic
© B Technology
Final Report of the F.It*u_:l_ruuiu %emps b
50 o0 0 AP JASON StUdy = QDR KMA S&T Studies
on Assuring e Systems 2020
R Space-delivered « Data to Decisions
Capabilities * Application of Technical S&T Intel

Biggest issue Is deciding which challenges to act upon

... and to what degree
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Moderate

Perceived Capability Emphasis

'93 Bottom-Up Review

n Desert Storm
n Soviet Collapse

q 2MTWs
g State-on-State
q Cross Border Conflict

Moderate

q Ungoverned Areas
q Asymmetric Threats

Perceived Capability Emphasis

Low
Lesser Major Theater War Future
Contingencies . - Near Peer
9 Strategic Capability
High
’
01 QDR
n Citadel | &I

q Future Peer

Decade of Strategic Evolution

Perceived Capability Emphasis

""97 Quadrennial Defense

Re t DR” n Somalia,
Bosnia,
Rwanda,

g State-on-State Haiti

Moderate q Cross Border Conflict

q Smaller Scale Contingencies
q Industrial Age

Low Near Peer
Lesser Major Theater War Future
Contingencies Near Peer

Strategic Capabilit

n 11 Sept/ GWoT
n OEF/OIF
n New Asymmetries

q Disruptive
technologies

q Superiority in the
Commons (Space,

Low
Lesser . Major Theater War Future
Cojttimgencies Strateglc Capablllty Near Peer
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g GWoT / ungoverned areas
- d Irregular Warfare
q Low-end Asymmetric

d
Low

Cyber, Seas, Air)

1-4-2-1

(State-to-State War) g Dominance in Close
(direct contact, CNO,
littoral)

alo eale a e

eg apab ear Pee



Quadrennial Defense Review
Missions Require New Capabilities

1. Defend the United States and

Support Civil Authorities at Home
QUADRENNIAL

DEFENSE REVIEW. 2. Succeed in Counterinsurgency,
REPORI Stability, and Counterterrorist
— | Operations

3. Build the Security Capacity of
Partner States

4. Deter and Defeat Aggression in Anti-
Access Environments

5. Prevent Proliferation and Counter
Weapons of Mass Destruction

6. Operate Effectively in Cyberspace.
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Approach

o Mission 6 s
Mission 2 —> 0y o~ S —> o
Mission 1 et ] e 7
Defend the United o N _ ‘
States and Support AOt;:gctlve . C“:)I_CIJ_«':;! k ; Errllab:mg |
Civil Authorities JCHIEECILE apabnilities echnologies
at Home

Strategy-focused, QDR-scoped, capability-driven

front-end technologies

ICAF UNCLASSIFIED // FOUO
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Operate Effectively in Cyberspace

(OV-1:. High Level Operational Concept)

Fight Throug
ny Cyber Eve e
and Prevail

Enhance Trust -
Confidence in
ata & IT Servic |
Dynamically

Defend

)oD Cyberspa

etect & Count

Insider Threat

etect & Counter
dvanced Persisten
Threats

Scenario:

Defending in a cyber
environment contested
by nation-states or

other sophisticated
adversaries

UNCLASSIFIED // FOUO
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Critical Capabilities
That Evolve from Architectural

1. Decision Support (Data to Decisions)

QUADRENNIRLE
DEFENSE REVIEW!

_ 2. Autonomy for Standoff, Speed and Scale

Trusted Cyber and Cyber-Physical Systems

Human Terrain Preparation

Dhefemse Sruemee Board
||||||||||||||||||||

3
4. Immersive Training
5
6

Ubiquitous Observation

& 7. Contextual Exploitation

8. Rapidly Tailored Effects
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Data to Decisions

Most is Unstructured and Hard to Extract Meaning, Patterns, Trends
The Real Time Web Makes This Even Harder RESEARCH TOPICS

Fabl —— Decisions — s  Slow

eData Structure

A Anomaly detection
20;% Ll
DATA R DATA Imprecise
Well Defined, /" “. HARDTO / Context
Easily Processed N PROCESS y
X - MEANING

*Prediction

Analysis — Minutes-Hours

Source: TTI Vanguard Conference - Psydex

milliseconds
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Engineering

Afghanistan Stability / COIN Dynamics

| ot s ke

e B T T e e e — = = A THIDE BUPRORT
= = o s e i TO NSURGENT

e FAGTICHS

TACTICAL ~

o
N o o O r:sune?l:nr?l'* "
Rt L R

(R B = - =i = et - s Bt bagiye TdE
| I e i | i Yot | = L

L R L
CONLITION |
CAPACITY &ec

| 'PRIORITIES 1o T2

L e — "

1 P VCENTRAL *VERRMMER

g 1 SERTRA Ay CAREUERS G e ]
) Pt B N v ) o R A T POPUILAR
BT e RS T EE S A BUPRORT AR e
L o v . o - ¥ | W :

vy |
s ()] 4 ' i k
CALITION Y [T ke &
SUPPCRT SOERNANCE I

WORKING DRAFT - W2

Systems 2020

Construction

! hit } iy, -'_ ]
 eEa . POPULATION - = oy b

" w OVERAL| ) s o - - - ] |

e Ch AL 2 ! CONDIT IR | ‘ T T:_I::._‘.-.q ‘- ¥l

Key Technical Challenges

» Trusted & Assured Systems with
components of unknown pedigree

 Advanced M&S (Synthesis)
« Scaleable and open architectures

» Integrated /interoperable design
algorithms

Trusted — Assured — Reliable - Interoperable
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Cross-cutting Technology Areas

Defend the U.S. & Succeed in Build the Deter and Defeat Prevent Operate
Support Civil Courg[f;é?l?tur%fncy, Security Aggression in (:Pors:;];gﬁ/t\l/gg %”nds Effectively in
Authorities at Counterter%orism Capacity of An@i-Access of Massp Cyberspace

Home Operations Partner States Environments Destruction

Process Enable

* Knowledge and info * Modeling & simulation » Wide-area surveillance of
management technologies; live virtual land, sea, and air-based
« Automatic target constructive (LVC) targets in non-permissive
recognition « Communications and areas coupled with rapid
« Decision support and networking data analySIS and
analytical tools « Access to and sharing of DoD / dissemination
Government -wide databases * Biometric and forensic data

collection, including rapid
biometric data processing
and analysis, as well as
sharing with interagency
and coalition partners

] Cross-cutting KMA: Operate effectively in cyberspace Il'.

« Adaptive planning, war-gaming,
and tactical decision aids

* Collaborative planning and
assessment tools

ICAF I Cross-cutting Tech Areas (post-study reviews): Training, D2D \

21 September 2010 Page=T13 -




ICAF

Overall Priority Enabling
Technology Areas

Information Systems Technologies; Knowledge and
Information Management / Battle Command (K&IM)

Access to and Sharing of Critical DoD and Government
Information/Databases

Alternatives to GPS for Providing Position, Navigation,
and Timing (PNT)

Dynamic Electromagnetic Spectrum Management

Locate, Monitor and Track — Operationally Significant
CBRN Standoff Detection

Cyber — Foundations of Trust
Immersive, Adaptive Training and Planning

UNCLASSIFIED // FOUO 16
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Integrated S&T Enterprise

Operational Challenge

Missions
JUONSs, UONs, COCOM IPL
QDR
1. Defend the United ‘

States and Support
Civil Authorities at . .
Home | ODiective | oo Critical Enabling

Architectures Capabilities Technologies

2. Succeed in Counter
insurgency, Stability,
and Counterterrorist
Operations

3. Build the Security
Capacity of Partner

e / Laboratory \ / Basic Research \ /STEM Program\

4. Deter and Defeat
Aggression in Anti- Program PFOgram Supports
Access Environments DoD internal research DoD external research to undergraduate and
in areas where: create: g.rad.ua'te students in
5. Prevent Proliferation « DoD must retain « New approaches to disciplines that
and Counter Weapons . . o . encompass DoD’s
of Mass Destruction technical leadership. Missions & Operational o o
critical capabilities
. Challenges.
_ _ DoD must have an ST D e
6. Operate Effectively in assured lona term L bli .
Cyberspace. ; gte * Long term enabling students matriculate to
captive capability. technologies in the the DoD or in the
K / wefense Industrial base./ @‘ense industrial basy
ICAF
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Summary

o S&T Investment matters to national security

e 2010 Quadrennial Defense Review Continued DoD on
Non-Kinetic Path

 Need to Conduct Gap Analysis to Influence Funding
Levels, Program Content

ICAF
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o Mission 6 o
Mission 2
Mission 1

QDR Mission Area
Studies Approach

VN P i

Defend the United
States and Support

Objective

Home

Civil Authorities at —

Architecture

NV 1

POM - 11/12/13
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Critical
Capabilities

— [

Enabling
Technologies

UJ

Gaps

Cross-Cuts




Why S&T Matters — Industrial Experience

Ford Motor Company General Motors
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000 | program investments to date = $63.2B
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Basic Research Feedstock
for DoD Capabilities

P
Requirements Management Develo_pr_n_ent d Fielding
L Framework Acquisition
DTM 10-002
Capabilit
g y Joint Staff J8 JROC
aps S o
Validation Validation
«JUON
e
Initiatives
Technical Resource
Assessment | | Assessment Develop

Existing capability

y

Basic Quick
* S&T Concepts ﬁ Reaction
Research Development COTS Available
* capability
Key Field gy | Training & || Field Iital ObF.ie'f.'
COCOM Components Demo Logistics Capability Cag)zcbill\i/til

Joint Staff DDR&E JRAC
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QDR Key Mission Areas
and DPPG Tasking

| Key Mission Area (KMA) Team Lead

QUAD -
i [ RENN]"T] " 1 Defend U.S. and Support Civil Mr. Tom Trovano
DEFENSE REVIEW Authorities at Home - y
REPORT
2 |Succeed in COIN/Stability/CT Ops Mr. Ben Riley
3| Build Partner Security Capacity Mr. EImer Roman
Deter and Defeat Aggression in :
4 Anti-Access Environments e il QUSRS
Prevent Proliferation and
) Counter WMD Dr. Carol Kuntz
; Operate Effectively in :
| 6 Cyberspace Dr. Steve King

DPPG Task: “The DDR&E, with the support of the Secretaries
of the Military Departments, Directors of the Defense Agencies,

and CJCS will lead an effort across the Department to identify
the core capabilities and enabling technologies for each of the
six QDR key mission areas.”

ICAF UNCLASSIFIED // FOUO
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Each Team'’s Priority
Enabling Technology Areas (ETAS)

KMA
ETA 11234 |5]|6

Technologies especially important to developing a COP,
decision making, and C2: information system technology

Technologies especially important to detect, track and identify
specific potential threats: sensors, electronics and EW

Realistic, immersive irregular warfare (IW) training tools

Geospatial understanding

Immersive and mixed reality simulations (e.g., HSC dynamics)

Info sharing across multiple domains and security enclaves

Alternatives to GPS for providing position, nav, timing (PNT)

Dynamic electromagnetic spectrum management

Novel approaches for operationally significant CBRN standoff
detection

Threat specific analytical tools for probabilistic consequence
prediction

Distributed trust
Resilient architectures

KMAs: 1 (HLD & SCA); 2 (COIN-Stab-CT); 3 (BSC); 4 (AA-AD); 5 (C-WMBY 6 (Cyber)
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